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!
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=9FE*+6-8!,-E>9I!8-+,-/!*@0;-+06=*069+!*+,!E/90-=0!0;-!A/*+,8W,9F*6+8!0;-I!9C+1!!N0;-/!
89>@069+8B!8@=;!*8!/-E@0*069+!9/!,9F*6+!*==/-,60*069+!8-/76=-8B!C6>>!E/976,-!0;-!+-=-88*/I!
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2/976,-/8!X')28[!09!,6::-/-+06*0-!0;-!-F*6>!:/9F!Y399,Z!9/!:/9F!YA*,Z!9/!Y8@8E-=0Z!
,9F*6+81!
!
5+90;-/!=*8-!09!=9+86,-/!68!0;-!E>*+!AI!0;-!'+0-/+-0!.9/E9/*069+!:9/!58863+-,!e*F-8!*+,!
e@FA-/8!X'.5ee[!09!9E-+!@E!09EG>-7->!,9F*6+!X(aV[!/-3680/*069+8!6+!#$$%1!!(;68!C6>>!
->6F6+*0-!0;-!/-80/6=069+!9:!0;-!+@FA-/!9:!(aV8!X1=9FB!1-,@B!19/3B!1A6KB!-0=[!*+,!*>>9C!*!
76/0@*>>I!@+>6F60-,!+@FA-/!9:!(aV8!k!*+I9+-!C;9!*EE>6-8!F*I!;*7-!0;-6/!9C+!(aV1!!(;68!
C6>>!E90-+06*>>I!-\*=-/A*0-!0;-!=9@86+!,9F*6+!E/9A>-F!:@/0;-/B!*8!C-!8--!0;-!*A6>60I!09!+-80!
A/*+,-,!+*F-8!6+09!0;-!+-C!(aV!80/@=0@/-!09!:9/F!90;-/C68-!>-3606F*0-!,9F*6+!+*F-81!!
)9F-!-\*FE>-8!*/-Q!
!

! =6063/9@E1:6+*+=-!

! C->>8:*/391=/-,60=*/,!

! UEF9/3*+16+7-80F-+08!
!

'+!0;-8-!=*8-8B!/-E@0*069+!*+,!*==/-,60*069+!8-/76=-8!C6>>!A-=9F-!-7-+!F9/-!6FE9/0*+0B!*8!60!
C6>>!A-=9F-!>936806=*>>I!*+,!:6+*+=6*>>I!6FE9886A>-!:9/!=9FE*+6-8!09!E/90-=067->I!/-3680-/!
=9@86+!,9F*6+8!9/!E/98-=@0-!E-9E>-!C;9!=/-*0-!*!,9F*6+!A*8-,!9+!*!A/*+,!+*F-!@+,-/!*!
+-C!(aV1!!<9/!-\*FE>-B!=*+!I9@!>-3*>>I!E/-7-+0!89F-9+-!:/9F!/-3680-/6+3!C*=;976*1A*+H!6:!
89F-9+-!>-3606F*0->I!9C+8!1A*+Hl!!.@//-+0>IB!0;-/-!68!+9!>-3*>!E/-=-,-+0!9/!'.5ee!
3@6,->6+-!:9/!,9F*6+!+*F-!=9+:>6=08!9:!0;68!+*0@/-1!!

!
AHA& 7-+316(&
(;-!*A6>60I!09!6,-+06:I!>-3606F*0-!F-88*3-8!0;/9@3;!-F*6>!*@0;-+06=*069+!-+*A>-8!XA@0!,9-8!+90B!AI!
608->:B!,->67-/[!6FE9/0*+0!+-C!=*E*A6>606-8!:9/!E/90-=06+3!0;-!-F*6>!=;*++->!:/9F!:/*@,!*+,!6FE/976+3!
,->67-/I!E-/:9/F*+=-1!!5@0;-+06=*069+!68!0;-!:9@+,*069+!:9/!;*/,-+6+3!0;-!-F*6>!=;*++->!*+,!:9/!*!
/9*,F*E!9:!8-=@/60I!6FE/97-F-+08!6+!6,-+06:I6+3!*+,!809EE6+3!E;68;6+3B!C;6>-!-+8@/6+3!0;-!8*:-!
,->67-/I!9:!7*>6,!0/*::6=1!
!
$H 5%10E$)>&-)#-./().$0#.(*&.+#99$0&&
N+-!9:!0;-!:9@+,*069+*>!=*E*A6>606-8!-+*A>-,!AI!8-+,-/!*@0;-+06=*069+!68!0;-!/-=-67-/L8!*A6>60I!
09!A>9=H!0/*::6=!0;*0!68!+90!*@0;-+06=*0-,!09!E/-7-+0!@+*@0;9/6K-,!,9F*6+!8E99:6+3!9+!-F*6>1!!
(;68!:-*0@/-!68!0;-!80*/06+3!E96+0!6+!,-:-+,6+3!0;-!=;*++->!*3*6+80!E;68;6+3B!*+,!0;-!A*86=!
A@6>,6+3!A>9=H!:9/!-\E*+,6+3!,-:-+8-81!
!
5+I!A>9=H6+3!=*E*A6>60I!68!:*=6>60*0-,!AI!*==@/*0->I!0/*=6+3!0;-!9/636+*069+!9:!0/*::6=B!A@0!68!
9+>I!:@>>I!-+*A>-,!C60;!0;-!E/-8-+=-!9:!0;-!*A6>60I!:9/!8-+,-/8!09!=9FF@+6=*0-B!*+,!/-=-67-/8!
09!-+:9/=-B!E9>6=6-8!A*8-,!9+!0;-!/-8@>0!9:!*@0;-+06=*069+1!

!
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5@0;-+06=*069+!*88@/-8!0;-!9/636+!9:!F-88*36+3!0/*::6=B!>*I6+3!0;-!:9@+,*069+!:9/!/-=-67-/!
8I80-F8!*+,!8-=@/60I!*EE>6=*069+8!09!*796,!A>9=H6+3!*+,!:6>0-/6+3!7*>6,!0/*::6=1!!&I!608->:B!
;9C-7-/B!*@0;-+06=*069+!,9-8!+90!E/976,-!8@::6=6-+0!6+:9/F*069+!:9/!/-=-67-/8!9/!0;-6/!
*EE>6=*069+8!09!6,-+06:I!0/*::6=!0;*0!8;9@>,!+90!A-!*33/-8867->I!:6>0-/-,!XE;68;-/8!*+,!
8E*FF-/8!=*+!*@0;-+06=*0-B!099B!@86+3!+9+G8E99:-,!,9F*6+8B!*+,!*/-!9:0-+!-*/>I!*,9E0-/8[1!!
!
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.-/06:6=*069+!=*E*A6>606-8!0;*0!6,-+06:I!*!=>*88!9:!E/-GJ@*>6:6-,!8-+,-/8B!9/!/-E@0*069+!
=*E*A6>606-8!0;*0!*EE>I!;6809/6=*>!E-/:9/F*+=-!6+:9/F*069+B!*/-!/-J@6/-,!=9@+0-/E*/08!09!
>-7-/*3-!*@0;-+06=*069+!09!/-,@=-!:*>8-!E986067-8!X;*76+3!I9@/!=9FE*+IL8!-F*6>!6+=9//-=0>I!
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'+!0;-!:@0@/-B!=9+8680-+0!*@0;-+06=*069+!9:!0/*::6=!:/9F!6,-+06:6-,!,9F*6+8!F*I!8@EE9/0!
@8-:@>!-+;*+=-F-+08!09!:6>0-/6+3!9:!0/*::6=!0;*0!@8-8!6+8060@069+!0/*,-F*/H8!9/!68!6,-+06:6*A>-!
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7311:%)@!9/!3/%7/%)@!*+,!+90!0;-!>-3606F*0-!@8-!9:!*@0;9/6K-,!0;6/,GE*/0I!8-+,-/81!
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-F*6>B!A*8-,!9+!>6+-8!9:!A@86+-88B!*=J@6/-,!8@A86,6*/6-8B!-0=1!!(;-8-!3/9@E8!F*I!;*7-!6+,-E-+,-+0!
=9+0/9>!97-/!0;-!-F*6>!8-/76=-8!E/976,-,!09!0;-6/!/-8E-=067-!=9FE*+6-8!I-0!F63;0!97-/>*E!C60;!0;-!
@8-!9:!=9FE*+I!A/*+,8!*+,!,9F*6+81!!N0;-/!=9FE*+6-8!C6>>!=9+89>6,*0-!-F*6>!9E-/*069+8!*=/988!0;-!
-+0-/E/68-B!=-+0/*>6K6+3!/-8E9+86A6>60I!6+!9+-!,-E*/0F-+0!09!0;-!3/-*0-80!-\0-+0!E9886A>-1!!`9C-7-/B!
-7-+!C60;!9+-!3>9A*>!-F*6>!8-/76=-8!3/9@EB!>*/3-!-+0-/E/68-8!0IE6=*>>I!806>>!;*7-!6+:9/F*>B!X61-1B!
Y/93@-Z[!,-E*/0F-+0*>!-F*6>!,-E>9IF-+081!!(;-8-!,-E>9IF-+08!*/-!F980!=9FF9+>I!8--+!6+!0;-!
F*/H-06+3!>6+-8!9:!A@86+-881!!
!
(;-!,68*,7*+0*3-8!9:!;*76+3!8-E*/*0-!-F*6>!3/9@E8!68!0;*0!0;-I!-*=;!;*7-!09!=*/-:@>>I!=99/,6+*0-!*>>!
0;-!80-E8!9:!-F*6>!*@0;-+06=*069+!,-E>9IF-+0!093-0;-/1!!(;68!=99/,6+*069+!68!=/606=*>>I!6FE9/0*+0!
C;-+!0;-8-!3/9@E8!;*7-!=9FF9+!@8-!97-/!=9FE*+I!A/*+,!,9F*6+8B!*8!,-E>9IF-+0!9:!8-+,-/!
*@0;-+06=*069+!AI!9+-!3/9@E!*::-=08!*>>!0;-!90;-/81!
!
5,,6069+*>>IB!0;-/-!C6>>!A-!860@*069+8!C;-/-!-F*6>!,->67-/I!F*I!A-!E*/06*>>I!9/!=9FE>-0->I!9@089@/=-,!
09!*!0;6/,GE*/0I!6+:9/F*069+!0-=;+9>93I!3/9@E1!!'+!0;-8-!860@*069+8B!60!68!6FE9/0*+0!09!6+=>@,-!6+!0;-!
,68=@8869+8!*>>!+-=-88*/I!E-/89++->!:/9F!0;-8-!3/9@E8B!*8!C->>!*8!A@86+-88!F*+*3-F-+0!/-8E9+86A>-!
:9/!9+396+3!=9+0/*=0!F*6+0-+*+=-!A-0C--+!0;-!=9FE*+I!*+,!608!'(!7-+,9/1!!
!
MHA& 2(3#+."().#%&J+>#)$]#.$1)&#)*&7#+.$0$3#.$1)&
)6+=-!-F*6>!68!*!=9FF@+6=*069+8!=;*++->!>-7-/*3-,!0;/9@3;9@0!*>>!>6+-8!9:!A@86+-88B!*+,!6+!89F-!
A@86+-88-8!68!=9+86,-/-,!*!YF68869+!=/606=*>Z!9/!Y06-/!4Z!8-/76=-B!-+0-/E/68-8!*/-!E*/06=@>*/>I!8-+86067-!
09!688@-8!*/9@+,!-F*6>1!!O;-+!E>*++6+3!*!8-+,-/!*@0;-+06=*069+!,-E>9IF-+0B!0;-!=9FE*+I!F@80!
=9+86,-/!0;-!0-*F8!*=/988!0;-!9/3*+6K*069+!0;*0!C6>>!+--,!09!A-!6+79>7-,1!!'0!68!*>C*I8!A-80!09!6+=>@,-!
/-E/-8-+0*067-8!:/9F!*/-*8!0;*0!;*7-!0;-!E90-+06*>!09!E986067->I!8E9+89/B!9/!+-3*067->I!6FE*=0B!*!
E/9U-=0!9:!0;68!F*3+60@,-1!!
!
(;-8-!*/-*8!6+=>@,-Q!
!
$H ^(.?1+E&01"3-.$)>R;)9+#6.+-0.-+(R=+#*$.$1)#%&("#$%&.(#"6!

(;-8-!0-*F8!*/-!E/6F*/6>I!/-8E9+86A>-!:9/!-F*6>!6+:/*80/@=0@/-!*+,!8@EE9/0!k!0;-!8I80-F8!0;*0!
C6>>!A-!Vd'T!863+6+3!-F*6>B!*8!C->>!*8!0;-!;9806+3!+-0C9/H8!*+,!'+0-/+-0G:*=6+3!8I80-F8!:9/!
=9/E9/*0-!-F*6>1!!(;-8-!3/9@E8!F*I!*>89!F*+*3-!0;-!=9/E9/*0-!*+,!'+0-/+-0!Ve)!8I80-F8!
/-8E9+86A>-!:9/!;9806+3!)2<!(m(!/-=9/,8!*+,!Vd'T!E@A>6=!H-I81!
!

$$H ;)91+"#.$1)&6(0-+$.4!
(;-8-!0-*F8!*/-!/-8E9+86A>-!:9/!-+8@/6+3!8I80-F8!*/-!E/9E-/>I!E/90-=0-,!A-;6+,!:6/-C*>>81!!
(;-I!*>89!*/-!9:0-+!/-8E9+86A>-!:9/!,/*:06+3!8-=@/60I!E9>6=I!*=/988!0-=;+9>93I!*EE>6=*069+8B!
6+=>@,6+3!-F*6>1!!

!
$$$H J3(+#.$1)#%&+$6E!

O60;6+!:6+*+=6*>!8-/76=-8B!9E-/*069+*>!/68H!C9/H8!=>98->I!C60;!/-3@>*09/I!=9FE>6*+=-!*+,!*@,60!
0-*F8!09!-+8@/-!0;*0!97-/*>>!*=067606-8!,9!+90!6+=@/!099!F@=;!/68H!:9/!*+I!E*/06=@>*/!E/9U-=0B!
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9/!>6+-!9:!A@86+-88B!C;6=;!F*I!=*@8-!A@86+-88!09!A-!6+0-//@E0-,!9/!=9FE*+I!/-E@0*069+!09!A-!
0*/+68;-,1!
!

$KH !Z01""(+0(RJ)%$)(&3+13(+.$(6!
(;-8-!*/-*8!0IE6=*>>I!F*+*3-!0;-!=9FE*+IL8!C-A!E/-8-+=-B!+90*A>I!9+>6+-!A*+H6+3B!=/-,60!
=*/,B!F9/03*3-!*EE>6=*069+!E/9=-88B!-0=1!!MG=9FF-/=-!68!3-+-/*>>I!/-8E9+86A>-!:9/!F980!9:!
0;-!;63;G/68H!X:/9F!*!E;68;6+3!E-/8E-=067-[!0/*+8*=069+*>!-F*6>!0;*0!68!,->67-/-,!09!=@809F-/81!!
M\*FE>-8!6+=>@,-!9+>6+-!A*+H6+3!*>-/08B!=9+:6/F*069+8B!*+,!-+=/IE0-,!80*0-F-+0!,->67-/I1!!

!
KH O#+E(.$)>!

T*/H-06+3!68!@8@*>>I!0;-!F980!E/9>6:6=!8-+,-/8!9:!-F*6>!C60;6+!*+!9/3*+6K*069+B!A-=*@8-!0;-6/!
U9A!68!09!F*/H-0!*+,!8->>!=9FE*+I!E/9,@=08!*+,!8-/76=-8!@86+3!-F*6>!*+,!90;-/!=;*++->81!
T*/H-06+3!68!*>89!E90-+06*>>I!E/9A>-F*06=!A-=*@8-!F*/H-06+3!3/9@E8!0-+,!09!A-!,680/6A@0-,!
*F9+3!>6+-8!9:!A@86+-88!*+,!0IE6=*>>I!C6>>!9@089@/=-!=*FE*63+8!09!0;6/,GE*/0I!7-+,9/81!!

!
K$H '-33%4&0/#$)R7+10-+("().R_()*1+&"#)#>("().!

(;68!*/-*!68!/-8E9+86A>-!:9/!*EE/976+3!+-C!7-+,9/!/->*069+8;6E8B!F*6+0*6+6+3!-\6806+3!7-+,9/!
/->*069+8;6E8B!C/606+3!*+,!-+:9/=6+3!8@EE>I!=9+0/*=08B!*+,!6+!89F-!=*8-8B!:9/!F*+*36+3!
9@089@/=-,!=9+0/*=06+3!*3-+=6-81!!(;-8-!3/9@E8!C6>>!-80*A>68;!E9>6=6-8!0;*0!/-J@6/-!+-C!*+,!
-\6806+3!7-+,9/8B!AI!=9+0/*=0B!09!E/976,-!*+!-F*6>!8-/76=-!09!8@EE9/0!I9@/!=9/E9/*0-!-F*6>!
8-+,-/!*@0;-+06=*069+!E/*=06=-81!!

!
K$$H 81+31+#.(&01""-)$0#.$1)6R7-<%$0&+(%#.$1)6&

.9FF@+6=*069+8W2?!C6>>!*EE/97-!*>>!A/9*,G/-*=;6+3!6+0-/+*>!E/9U-=0!=9FF@+6=*069+8!09!
>6+-8!9:!A@86+-88B!*+,!*>89!*88680!6+!,-0-/F6+6+3!0;-!A-80!C*I!09!/-*=;!,--E!6+09!0;-!-+0-/E/68-!
09!0*/3-0!6+,676,@*>8!*+,!0-*F8!0;*0!+--,!09!H+9C!*EE/9E/6*0-!,-0*6>8!*+,!/-J@6/-,!*=069+8!9:!
0;-!E/9U-=01!!(;-I!C6>>!*>89!E/976,-!8@EE9/0!09!,-*>!C60;!-\0-/+*>!/-J@-808!:9/!6+:9/F*069+!
:/9F!0;6/,GE*/0I!7-+,9/8!*+,!E/-881!&
&

K$$$H 7+$K#04&#)*&%(>#%&
'0!C6>>!A-!6FE9/0*+0!:9/!a-3*>!09!@+,-/80*+,!0;-!/*F6:6=*069+8!9:!0;-!8-+,-/!*@0;-+06=*069+!
E/93/*F!k!-8E-=6*>>I!-,3-!=*8-8!C;-/-!>6+-8!9:!A@86+-88!F*I!;*7-!-F*6>!0*33-,!*8!8E*F!9/!
,/9EE-,!AI!*+!')2!6:!0;-I!,9!+90!:9>>9C!*EE/9E/6*0-!-F*6>!*@0;-+06=*069+!E9>6=6-81&

!
?-:-/!09!,33()*%G!6!:9/!*!8*FE>-!=9FF@+6=*069+!09!6+0-/+*>!A@86+-88!@+608!09!=9FF@+6=*0-!8-+,-/!
*@0;-+06=*069+!E/93/*F!,-0*6>8B!*8!C->>!*8!/-J@6/-F-+08!:9/!9@089@/=-,!0;6/,!E*/06-81!!
!
MHM& 71%$.$0#%&;66-(6&#)*&71%$04&2(.(+"$)#.$1)!
58!F-+069+-,!*A97-B!-F*6>!68!*!099>!0;*0!68!,-E>9I-,!*=/988!0;-!-+06/-!9/3*+6K*069+1!!MF*6>!68!
3-+-/*0-,!AI!E-9E>-!*8!C->>!*8!AI!*EE>6=*069+81!!'0!C6>>!A-!8-+0!09!90;-/!*EE>6=*069+8!:9/!E/9=-886+3!
*+,!E-9E>-!-\0-/+*>!09!0;-!=9FE*+I!k!0;-!=9FE*+IL8!=@809F-/8B!A@86+-88!E*/0+-/8!*+,!*>@F+61!!'0!68!
6+!0;-!A-80!6+0-/-808!9:!0;-!=9FE*+I!09!-80*A>68;!E9>6=6-8!0;*0!397-/+!-F*6>!3-+-/*069+B!*EE-*/*+=-B!
*+,!90;-/!=9+7-+069+8!0;*0!C6>>!*>>9C!0;-6/!-F*6>!09!A-!/-=93+6K-,!AI!608!/-=-67-/81!!'+!F*+I!
860@*069+8B!6+!*,,6069+!09!0;-!=9FE*+I!C-A860-B!-F*6>!68!0;-!Y:*=-Z!9:!0;-!9/3*+6K*069+!0;*0!68!F980!
:*F6>6*/!09!608!=@809F-/81!!
!
$H !"#$%&`9+1"a&31%$04!

2>-*8-!8--!0;-!H&177$+4!:9/!,-:6+6069+8!9:!0;-!0C9!,6::-/-+0!Y:/9FZ!:6->,8Q!-+7->9E-!8-+,-/!
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*,,/-88!*+,!;-*,-/!8-+,-/!*,,/-881!!'0!68!6FE9/0*+0!09!-80*A>68;!=9+7-+069+8!:9/!;9C!0;-!
;-*,-/!8-+,-/!*,,/-88B!*>89!H+9C+!*8!0;-!Y:/6-+,>I!:/9FZ!9/!Y:/9F!+*F-BZ!68!396+3!09!
*EE-*/!6+!/-=6E6-+08L!-F*6>!=>6-+081!!(;-!;-*,-/!8-+,-/!*,,/-88!68!0;-!9+-!F980!=9FF9+>I!
,68E>*I-,!09!0;-!-F*6>!/-=6E6-+0!6+!0;-6/!=>6-+0!6+0-/:*=-1!!5>0;9@3;!0;-!-F*6>!F*I!A-!8-+0!
:/9F!=3*A>-]-\*FE>-A*+H1=9FB!0;-!Y:/9F!+*F-Z!F*I!A-!=9+:63@/-,!09!,68E>*I!.>*/H!P*A>-!
9/!M\*FE>-!&*+HB!9/!M\*FE>-!&*+H!'+=1!!.9FE*+6-8!0;*0!8-+,!-F*6>!@86+3!0;-!-+7->9E-!
;-*,-/!-\*FE>-A*+H1=9F!A@0!;*7-!+9!=9+7-+069+!9+!0;-!;-*,-/!C6>>!=9+:@8-!=@809F-/8B!
-8E-=6*>>I!0;98-!>6+-8!9:!A@86+-88!0;*0!@8-!0;-6/!>6+-!9:!A@86+-88!6+0-/+*>!=9FF9+!+*F-!0;*0!68!
/->*067->I!@+H+9C+!9@086,-!0;-6/!6FF-,6*0-!A@86+-88!+-0C9/H!9/!-80*A>68;-,!=@809F-/!A*8-1!!
(;-8-!=9+7-+069+8!*+,!E9>6=6-8!F*I!A-!*EE>6-,!=9+8680-+0>I!*=/988!*!A/*+,B!9/!*!>6+-!9:!
A@86+-88B!9/!*=/988!0;-!-+06/-!-+0-/E/68-B!*8!*EE/9E/6*0-!:9/!-*=;!9/3*+6K*069+1!!

!
$$H !"#$%&01).().!

'+!*,,6069+!09!C;*0!0;-!=@809F-/!0IE6=*>>I!:6/80!8--8!6+!0;-6/!6+A9\!X0;-!Y;-*,-/!8-+,-/!
*,,/-88Z[B!9+=-!0;-I!9E-+!0;-!F-88*3-!0;-6/!:6/80!6FE/-8869+!68!F*,-!AI!0;-!97-/*>>!>99H!*+,!
:-->!9:!0;-!-F*6>1!!)9F-!=9FE*+6-8!;*7-!80*+,*/,!,68=>*6F-/8B!0/*,-!F-FA-/8;6E!>9398!*+,!
=9FE*+I!>93981!!)9F-!=9FE*+6-8!@8-!*!3-+-/6=!8*>@0*069+!C;6>-!90;-/8!@8-!*!8*>@0*069+!0;*0!
6+=>@,-8!0;-!/-=6E6-+0L8!+*F-1!!5>0;9@3;!0;-/-!*/-!6++@F-/*A>-!9E069+8B!0;-!=9FE*+I!8;9@>,!
-80*A>68;!E9>6=I!9+!;9C!0;-!-F*6>!68!396+3!09!A-!E/-8-+0-,B!6+!*!=9+8680-+0!C*IB!*=/988!*>>!
A@86+-88!@+608!0;*0!>-7-/*3-!*!>6H-!A/*+,1!!(;68!C6>>!-80*A>68;!*!=9F:9/0*A>-!Y>99H!*+,!:-->Z!9:!
0;-!=9FE*+IL8!=9FF@+6=*069+B!F@=;!>6H-!*!A@86+-88!0;*0!@8-8!=9+8680-+0!>-00-/;-*,B!
-+7->9E-8!*+,!:9/F*0!6+!C/600-+!=9FF@+6=*069+81!!
!
58!C60;!0;-!-F*6>!Y:/9FZ!E9>6=IB!-F*6>!=9+0-+0!E9>6=I!=*+!A-!*EE>6-,!09!F*6+0*6+!=9+8680-+=I!
*=/988!*+!-+0-/E/68-B!9/!*=/988!*!>6+-!9:!A@86+-88!X-*=;!A@86+-88!H--E6+3!608!9C+!>99H!*+,!:-->!
Y6,-+060IZ[B!*8!*EE/9E/6*0-1!
!
)9F-!C6>>!*/3@-!0;*0!-80*A>68;6+3!*!80*06=B!=9+8680-+0!>99H!*+,!:-->!C60;!0;-!;-*,-/!8-+,-/!
*,,/-88!*+,!0;-!F-88*3-!A9,I!C6>>!*>>9C!E;68;-/8!09!F9/-!-*86>I!=/-*0-!/-=93+6K*A>-!*+,!
0/@80-,!:/*@,!-F*6>1!!(;-!:*=0!68B!F*+I!06F-8!0;-!E;68;-/8!=/-*0-!-F*6>!F-88*3-8!0;*0!>99H!
F9/-!E/9:-8869+*>!*+,!A->6-7*A>-!0;*+!F*+I!9:!0;-!9/3*+6K*069+L8!*@0;9/6K-,!
=9FF@+6=*069+81!!./-*06+3!-F*6>!=9+8680-+=I!*=/988!*!A/*+,!C6>>!-+*A>-!*!=9FE*+I!X*+,!*!
=@809F-/[!09!F9/-!-*86>I!8E90!*!:/*@,@>-+0!F-88*3-!8-+0!AI!*+!*F*0-@/!:/*@,80-/!0;*0!
=9+0*6+8!0IE98!*+,!+9+G80*+,*/,!:9/F1!!

!
$$$H 21"#$)&3+1K$6$1)$)>&31%$04!

T*+I!=9FE*+6-8!;*7-!>*\!9/!+9!=9+0/9>!97-/!A@86+-88!@+608!/-3680-/6+3!+-C!'+0-/+-0!
,9F*6+81!!T*+I!06F-8B!*!A@86+-88!C6>>!/9>>!9@0!*!+-C!A/*+,!9/!E/9,@=0!*+,!/-3680-/!*!,9F*6+!
09!8@EE9/0!0;-!+-C!E/9,@=08!9/!8-/76=-81!!(;-I!C6>>!9:0-+!+90!0;6+H!*A9@0!0;-!8-=@/60I!
6FE>6=*069+8!9:!;9C!0;*0!+-C!,9F*6+!+9C!=*+!A-!@8-,!*8!*!=9+,@60!:9/!:/*@,@>-+0!-F*6>!09!
=@809F-/8!9:!0;*0!8-/76=-1!!
!
'0!68!6FE9/0*+0!:9/!=9FE*+6-8!09!C/60-!*+,!-+:9/=-!E9>6=I!0;*0!/-J@6/-8!E/9E-/!7-006+3!9:!+-C!
,9F*6+8!X*+,!8@AG,9F*6+8[!:9/!A@86+-88!@8-!k!-8E-=6*>>I!0;98-!0;*0!C6>>!A-!@8-,!09!8-+,!
-F*6>1!!(;-8-!E9>6=6-8!8;9@>,!-80*A>68;!0;-!E/9E-/!=9+0/9>!E96+08!*+,!*EE/97*>!80-E8!/-J@6/-,!
09!F*6+0*6+!0;-!,9F*6+B!*8!C->>!*8!0;-!6+:9/F*069+!/-J@6/-,!09!/-3680-/!0;-!,9F*6+!6+!0;-!
8-+,-/!*@0;-+06=*069+!8I80-F1!!

!
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MHI& ,+0/$.(0.-+#%&#)*&=(0/)$0#%&81)6$*(+#.$1)6&
.9FE*+6-8!8;9@>,!-7*>@*0-!8-7-/*>!*/=;60-=0@/*>!*+,!0-=;+6=*>!688@-8B!6+=>@,6+3!0;-!0C9!A->9C1!
!
$H O(66#>(&=+#)69(+&,>().&PO=,Q&6-331+.&

T(5!8@EE9/0!:9/!8-+,-/!*@0;-+06=*069+!E/909=9>8!68!8>9C>I!6+=/-*86+3!*8!7-+,9/8!/-=93+6K-!
0;-!6FE9/0*+=-!9:!-F*6>!8-=@/60I!*+,!,-7->9E-/8!C/60-!E>@3G6+8!:9/!80*+,*/,8GA*8-,!)T(2!
8I80-F81!!e-7-/0;->-88B!8>9C!@E0*H-!6+!,-F*+,B!E-/:9/F*+=-!=9+86,-/*069+8B!*+,!3*E8!6+!
*@0;-+06=*069+!=*E*A6>606-8!;*7-!8>9C-,!89F-!7-+,9/8!6+!6+=9/E9/*06+3!*@0;-+06=*069+!6+09!
0;-6/!/9*,F*E81!!'+!0;98-!860@*069+8B!60!68!A-80!09!>-7-/*3-!=9+0/*=0!/-+-C*>8!C60;!8@EE>I!
=;*6+L8!*88680*+=-!09!-+=9@/*3-!0;-!T(5!7-+,9/!09!8@EE9/0!)2<W)'V<!*+,!Vd'T1!

!
5>0;9@3;!:9/!0;-!:6+*+=6*>!6+8060@069+B!8-+,-/!X9@0A9@+,[!Vd'T!*+,!)2<!*@0;-+06=*069+!68!
0;-!;63;-80!E/69/60IB!F*+I!=9FE*+6-8!C6>>!C*+0!09!-7-+0@*>>IB!6:!+90!6FF-,6*0->IB!8--H!09!
>-7-/*3-!6+A9@+,!*@0;-+06=*069+!09!:6>0-/!:/*@,@>-+0!-F*6>!A-6+3!8-+0!09!0;-6/!*889=6*0-81!!
&-=*@8-!9:!0;68B!60!68!A-80!09!;*7-!*+!T(5!0;*0!8@EE9/08!A90;!Vd'T!863+6+3!*+,!7*>6,*069+B!
*8!C->>!*8!)2<!7*>6,*069+!X0;-/-!68!+9!/-J@6/-F-+0!:9/!*+!T(5!09!8@EE9/0!)2<!9@0A9@+,!
86+=-!60!/->6-8!=9FE>-0->I!9+!Ve)!6+!0;*0!,6/-=069+[1!!

!
$$H D/#.&)(.?1+E&%#4(+&.1&*(3%14&

'+!+-*/>I!*>>!860@*069+8B!Vd'T!863+*0@/-8!C6>>!A-!*EE>6-,!09!*!F-88*3-!*0!0;-!E-/6F-0-/!T(51!!
(;-!E-/6F-0-/!T(5!68!0;-!-F*6>!3*0-C*I!8-/7-/!0;*0!68!0;-!>*80!;9E!A-0C--+!0;-!=9FE*+I!
*+,!0;-!'+0-/+-01!!(;68!*EE/9*=;!*>>9C8!0;-!F-88*3-!09!0/*7->!0;/9@3;!0;-!=9FE*+I!C60;9@0!
0;-!+--,!:9/!6+0-/+*>!8I80-F8!09!E/-8-/7-!0;-!Vd'T!863+*0@/-B!*8!F9,6:6=*069+!9:!0;-!
F-88*3-!;-*,-/!C6>>!+-=-8860*0-!0;-!863+*0@/-!09!A-!/-G*EE>6-,!09!/-:>-=0!0;-!=;*+3-!6+!
F-88*3-!80*0@81!!

!
<9/!8I80-F8!0;*0!7*>6,*0-!6+A9@+,!Vd'TB!0;-!A-80!E>*=-!:9/!0;68!*=06760I!68!-60;-/!*0!0;-!-,3-!
T(5!9/!*+!6+0-/F-,6*0-!T(5!0;*0!C6>>!E-/:9/F!90;-/!;I36-+-!*=067606-8!8@=;!*8!*+06G76/@8!
*+,!*+06G8E*F1!!'+!F980!=*8-8B!*@0;-+06=*069+!=;-=H!/-8@>08!C6>>!A-!*+!6+E@0!6+09!0;-!*+06G
8E*F!;-@/6806=8!-+36+-1!

!
MHL& =/$+*Z7#+.4&'()*(+6&
.9FE*+6-8!8;9@>,!=9+80/@=0!*+!Y-F*6>!8-+,-/!6+7-+09/IZ!09!=*E0@/-!*>>!-+0606-8!k!=9FE*+6-8B!
*EE>6=*069+8B!8I80-F8!k!0;*0!8-+,!-F*6>!9+!0;-!=9FE*+IL8!A-;*>:1!!
!
(;-!8-+,-/!6+7-+09/I!F*I!=9+8680!9:!0;-!:9>>9C6+3!:6->,8Q!
!
$H 81"3%$#)0(&%(K(%H!!b8-,!09!0/*=H!97-/*>>!=9FE>6*+=-!9:!0;-!8-+,6+3!-+060I!C60;!=9/E9/*0-!

E9>6=6-8!*+,!0-=;+6=*>!E/909=9>!8@EE9/0!XVd'TB!)2<W)'V<B!-0=[1!
!

$$H 7+$1+$.4H!!b8-,!09!6+,6=*0-!0;-!/->*067-!6FE9/0*+=-!9:!*!8-+,-/!-+060I1!!<9/!-\*FE>-B!0;-!F*6+!
=9/E9/*0-!T(5!C6>>!0*H-!E/69/60I!97-/!*!8F*>>-/!*EE>6=*069+!0;*0!F*I!F*6+0*6+!608!9C+!T(5B!
A@0!/*/->I!8-+,8!=@809F-/!-F*6>1!

!
$$$H !"#$%&*1"#$)H!!(;-!,9F*6+8!0;-!-+060I!@8-8!09!8-+,!-F*6>1!!(;-8-!F*I!A-!F*U9/!=9/E9/*0-!

A/*+,!,9F*6+8B!9/!8@AG,9F*6+81!!
!

"!#$$%!&'()!*+,!-.-/01! 2*3-!4c!



"#$%&!'()*(+!,-./().%0$.%1)!2(3&14#().!

$KH W$)(&19&<-6$)(66&#)*&.(0/)$0#%&01).#0.&$)91+"#.$1)H!!(;-!6+0-/+*>!Y9C+-/Z!9:!0;-!8I80-F!
C;9!;*8!/-8E9+86A6>60I!:9/!=9FE>I6+3!C60;!E9>6=I1!

!
KH =/$+*&3#+.4&<-6$)(66&#)*&.(0/)$0#%&01).#0.&$)91+"#.$1)H!!(;-!-\0-/+*>!Y9C+-/Z!9:!0;-!

8I80-F!C;9!68!/-8E9+86A>-!:9/!=9FE>I6+3!C60;!E9>6=IB!6:!0;68!68!*!8I80-F!0;*0!68!F*+*3-,!AI!*!
7-+,9/!9/!8@A86,6*/I1!

!
K$H '7:&6.#.-6&#)*&*(.#$%6H!!'+:9/F*069+!9+!;9C!:*/!*>9+3!0;-!-+060I!68!C60;!)2<!=9FE>6*+=-1!!

5>89!=9+0*6+8!0;-!Ve)!(m(!/-=9/,!,-:6+-,!:9/!0;-!)2<W)'V<!/-=9/,B!C;6=;!6+!0@/+!
,->6+-*0-8!*@0;9/6K-,!8I80-F8!*+,!0;-!)2<!:*6>!6+,6=*09/1!

!
K$$H 2N;O&6.#.-6H!!'+:9/F*069+!9+!;9C!:*/!*>9+3!0;-!-+060I!68!C60;!Vd'T!=9FE>6*+=-1!!5>89!

=9+0*6+8!0;-!Vd'T!8->-=09/!,-863+*069+!*+,!Vd'T!/-:>-=09/!0-80!/-8@>08!X8--!Vd'T!)-=069+!
c[1!!'0!F*I!=9+0*6+!*!=9EI!9:!0;-!Vd'T!E@A>6=!H-I!:9/!/-:-/-+=-1!!

!
?-:-/!09!,33()*%G!6!:9/!*!8*FE>-!=9FF@+6=*069+!09!=9FF@+6=*0-!8-+,-/!*@0;-+06=*069+!E/93/*F!
,-0*6>8!*8!C->>!*8!/-J@6/-F-+08!:9/!9@089@/=-,!0;6/,!E*/06-81!
!
MHS& T("1.(&!"3%14((6&
?-F90-!-FE>9I--8!F*I!8-+,!-F*6>!6+!*!+@FA-/!9:!C*I81!!(;-8-!F-0;9,8!*/-!,-8=/6A-,!*+,!
,68=@88-,!*8!:9>>9C81!
!
$H '()*$)>&("#$%&*$+(0.%4&9+1"&./(&("3%14((&78&.1&./(&;).(+)(.H&
! (;68!F-0;9,!68!89F-06F-8B!A@0!/*/->IB!@8-,!AI!=9FE*+6-8!0;*0!*>>9C!-FE>9I--8!09!8-+,!-F*6>!
@86+3!0;-6/!=9/E9/*0-!A/*+,!,9F*6+8!76*!*!0->-=9FF@06+3!')2!=9++-=069+B!;90->!9/!H698H!
=9++-=069+1!!

!
! 5>0;9@3;!60!68!0-=;+6=*>>I!E9886A>-!09!-80*A>68;!Vd'T!863+6+3!:9/!0;68!*//*+3-F-+0B!E@/8@*+0!

09!;*76+3!*!=9FE>6*+0!T-88*3-!b8-/!53-+0!XTb5[B!0;-!*,F6+680/*067-!97-/;-*,!68!F@=;!099!
,6::6=@>0!09!F*6+0*6+!367-+!0;-!8;--/!+@FA-/!9:!-FE>9I--8!6+!*!0IE6=*>!>*/3-!=9FE*+IB!*8!C->>!
*8!0;-!6FE9886A6>60I!9:!F*6+0*6+6+3!*+!*@0;9/6K-,!>680!9:!8-+,6+3!'2!;980!*,,/-88-8!:9/!
-FE>9I--8!C;9!=9@>,!A-!>60-/*>>I!*+IC;-/-!6+!0;-!C9/>,!9+!*+I!+-0C9/H1!!(;-!9+>I!)2<!
89>@069+!68!09!-+*A>-!0;-!-+06/-!'+0-/+-0!*8!*@0;9/60*067-!:9/!0;-!8-+,6+3!,9F*6+B!C;6=;!C9@>,!
+-3*0-!*+I!A-+-:608!9:!*@0;-+06=*069+!*+,!F980!>6H->I!=*@8-!0;-!,9F*6+!09!A-!A>*=H>680-,!AI!
/-E@0*069+!8I80-F81!!'+!F980!6+80*+=-8B!0;68!F-0;9,!68!+90!E/*=06=*>>I!:-*86A>-1!
!

$$H \6$)>&#&./$+*Z3#+.4&"(66#>$)>&#33%$0#.$1)&6-0/&#6&#&01).#0.&"#)#>("().&646.("&1+&
?(<&("#$%&./#.&631196&./(&01+31+#.(&("#$%&*1"#$)H&

! (;68!F-0;9,!=*+!A-!;*+,>-,!0;-!8*F-!C*I!*8!0;6/,GE*/0I!8-+,-/8!,-8=/6A-,!*A97-1!!(;68!
9E069+!;*8!0;-!>-*80!=9+0/9>!97-/!)T(2!0/*::6=1!(;-!,6::6=@>0I!6+!*,F6+680-/6+3!0;68!68!,6/-=0>I!
E/9E9/069+*>!09!0;-!+@FA-/!9:!*>>9C-,!0;6/,GE*/0I!F-88*36+3!8I80-F8!@8-,!AI!-FE>9I--81!!'+!
F*+I!=*8-8B!8F*>>-/!0;6/,GE*/0I!8I80-F8!*>>9C!9E-+!8E99:6+3B!,9!+90!*>>9C!:9/!80*06=!'2!
*,,/-88!*8863+F-+08B!*+,!C6>>!+90!*>>9C!*!8@==-88:@>!8-+,-/!*@0;-+06=*069+!,-E>9IF-+01!!'0!
8;9@>,!A-!+90-,!0;*0!89F-!0;6/,GE*/0I!8-+,-/8!F*I!+90!A-!0-=;+6=*>>I!=*E*A>-!9:!8@EE9/06+3!
*@0;-+06=*069+1!!

!
$$$H \6$)>&#&%10#%&'O=7&6(+K(+&./#.&$6&01))(0.(*&*$+(0.%4&.1&./(&;).(+)(.H&

"!#$$%!&'()!*+,!-.-/01! 2*3-!4g!



"#$%&!'()*(+!,-./().%0$.%1)!2(3&14#().!

! <9/!0;68!=*8-B!-*=;!)T(2!8-/7-/!C6>>!+--,!09!A-!0/-*0-,!*8!608!9C+!8-E*/*0-B!*@0;9/6K-,!
8-+,6+3!-+060I1!!

!
! '2!*,,/-88-8!:9/!-*=;!)T(2!8-/7-/!C6>>!+--,!09!A-!/-3680-/-,!6+!0;-!8-+,-/!6+7-+09/I!*+,!
*,,-,!09!)2<!/-=9/,81!!'+!=*8-8!C;-/-!0;-8-!F*=;6+-8!*/-!e5(-,D!A-;6+,!*!:6/-C*>>!*+,!
*8863+-,!E/67*0-!'2!*,,/-88-8B!0;-!E@A>6=G:*=6+3!*,,/-88!9/!*,,/-88!/*+3-!C6>>!+--,!09!A-!
80*06=!*+,!F9+609/-,!:9/!=;*+3-81!!

!
! M*=;!/-F90-!9::6=-!)T(2!8-/7-/!C6>>!+--,!09!/@+!*+!T(5!0;*0!68!=*E*A>-!9:!863+6+3!
F-88*3-8!C60;!Vd'TS!*!E@A>6=WE/67*0-!H-I!E9>6=I!C6>>!+--,!09!A-!*EE>6-,!09!0;-!8-/7-/S!
E/67*0-!H-I8!8;9@>,!A-!,680/6A@0-,!AI!'(!09!0;-!/-F90-!8-/7-/!*,F6+680/*069+!E-/89++->S!*+,!
E@A>6=!H-I8!0;*0!*/-!@8-,!09!863+!F*6>!9+!0;-!8-/7-/!8;9@>,!A-!*,,-,!09!0;-!6+7-+09/I!9:!
Vd'T!8->-=09/8!@8-,!:9/!0;*0!,9F*6+!9/!8@AG,9F*6+!:9/!C;6=;!0;-!/-F90-!9::6=-!68!
/-8E9+86A>-1!!(;-/-!F*I!A-!8-=@/60I!,68*,7*+0*3-8!09!0;68!9E069+B!*8!E/67*0-!H-I8!C6>>!A-!
809/-,!6+!F@>06E>-!>9=*069+8!0;*0!F*I!+90!A-!8*:-3@*/,-,!*8!C->>1!!

!
$KH \6$)>&#&%10#%&)(.?1+E&'O=7&6(+K(+&./#.&+1-.(6&("#$%&.1&01+31+#.(&'O=7&>#.(?#46&

?/$0/&01))(0.&*$+(0.%4&.1&./(&;).(+)(.H&
! (;68!68!0;-!F980!=9FF9+!C*I!=9FE*+6-8!,-*>!C60;!/-F90-!-FE>9I--8!9/!8*0->>60-!9::6=-81!!
(;-!>9=*>!)T(2!8-/7-/!86FE>I!,9-8!608!U9A!*8!*!A*86=!F*6>!/9@0-/!*+,!,9-8!+90!;*7-!09!
E-/:9/F!*+I!H6+,!9:!863+6+3!9/!7*>6,*069+1!!(;-!F*6>!68!/9@0-,!09!0;-!=9/E9/*0-!3*0-C*I8B!
C;6=;!*/-!=-+0/*>>I!F*+*3-,!*+,!;*7-!0;-!*EE/9E/6*0-!89:0C*/-!:9/!863+6+3!*+,!7*>6,*069+!
X*+,!90;-/!6FE9/0*+0!;I36-+-!80-E8!8@=;!*8!*+06G76/@8[1!!(;68!F9,->!68!>-*80!-::6=6-+0!:/9F!*!
Y;9E!=9@+0Z!F9,->B!A@0!F980!-::6=6-+0!6+!-7-/I!90;-/!C*IB!6+=>@,6+3!*,F6+680/*069+B!8-=@/60IB!
*+,!=9801!!

!
(;68!F-0;9,!68!*>89!@8-,!:9/!/-F90-!-FE>9I--8!0;*0!=9++-=0!09!0;-!-+0-/E/68-!76*!n2e1!!
(;-I!*/-!-88-+06*>>I!Y6+0-/+*>Z!09!0;-!+-0C9/H!*+,!C6>>!8-+,!-F*6>!76*!0;-6/!-+0-/E/68-!F*6>!
E>*0:9/F1!!

!
MHX& 21"#$)&'(>"().#.$1)&
.9FE*+6-8!:/-J@-+0>I!@8-!8-E*/*0-!,9F*6+8!*+,!8@AG,9F*6+8!:9/!=9/E9/*0-B!0/*+8*=069+*>B!*+,!
F*/H-06+3!-F*6>1!!'+!*,,6069+B!0;-I!F*I!*8863+!0;-8-!,9F*6+8!09!0;6/,GE*/0I!8-+,-/8!:9/!0;-6/!@8-1!
!
MF*6>!:/9F!*!=9FE*+I!=*+!A-!A/9*,>I!*8863+-,!09!9+-!9:!0;/--!=*0-39/6-8Q!
!

! O#+E(.$)>V!!MF*6>!0;*0!;*8!*!E/6F*/I!E@/E98-!9:!8->>6+3B!=/988G8->>6+3!9/!6+:9/F6+3!
=@809F-/8!9/!E90-+06*>!=@809F-/8!9:!E/9,@=08!*+,!8-/76=-81!!
!

! =+#)6#0.$1)#%V!!MF*6>!0;*0!=9+0*6+8!6+:9/F*069+!*A9@0B!9/!*C*/-+-88!9:B!*!0/*+8*=069+!0;-!
=@809F-/!68!*::-=0-,!AI!9/!;*8!E-/:9/F-,1!!M\*FE>-8!6+=>@,-!*>-/08!:9/!,6/-=0!,-E9860B!
E*IF-+0!=9+:6/F*069+8B!9/!8=;-,@>-,!A6>>!/-F6+,-/81!!(/*+8*=069+*>!-F*6>!;*8!6+:9/F*069+!
0;*0!,6/-=0>I!/->*0-8!09!0;-!=@809F-/!6+!*!@+6J@-!*+,!E-/89+*>!C*I1!!
!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
D!e-0C9/H!5,,/-88!(/*+8>*069+!

"!#$$%!&'()!*+,!-.-/01! 2*3-!4D!



"#$%&!'()*(+!,-./().%0$.%1)!2(3&14#().!

! 81+31+#.(V!!MF*6>!8-+0!*+,!/-=-67-,!6+!0;-!+9/F*>!=9@/8-!9:!A@86+-88!*=06760I!*F9+3!
-FE>9I--8B!A@86+-88!E*/0+-/8B!7-+,9/8!*+,!E-/89+*>!-F*6>1!!

!
V@/6+3!*!=9FE*+IL8!6+7-+09/I!*=06760I!09!,-0-/F6+-!C;6=;!>6+-8!9:!A@86+-88!;*7-!0;-6/!9C+!-F*6>!
8I80-F8!9/!0;6/,GE*/0I!-F*6>!7-+,9/8B!60!C6>>!A-=9F-!*EE*/-+0!0;*0!0;-/-!*/-!8-7-/*>B!6:!+90!,9K-+8!9/!
F9/-B!,9F*6+8!6+!@8-!:9/!8-+,6+3!-F*6>1!!(;-/-!C6>>!A-!863+6:6=*+0!=;*>>-+3-8!:9/!=9FE*+6-8!0;*0!
*>>9C!0;6/,!E*/06-8!09!@8-!0;-6/!F*6+!=9/E9/*0-!,9F*6+!X-131B!-\*FE>-A*+H1=9F[!:9/!8-+,6+3!-F*6>1!!
(;-/-!C6>>!A-!688@-8!/->*0-,!09!)2<!(m(!/-=9/,!86K-B!*8!C->>!*8!,-:6+6+3!8->-=09/8!*+,!A@6>,6+3!E@A>6=!
H-I8!:9/!=9FE*+6-8!0;*0!;*7-!-F*6>!=9F6+3!:/9F!9+-!,9F*6+!A@0!8-7-/*>!8I80-F8B!89F-!9:!C;6=;!
F*I!+90!A-!,6/-=0>I!=9+0/9>>-,1!!
!
'0!C6>>!A-!F@=;!-*86-/!09!E-/:9/F!*!=9+0/9>>-,!/9>>9@0!6:!0;6/,!E*/06-8!*+,!aN&G8E-=6:6=!8I80-F8!=*+!
A-!,->-3*0-,!0;-6/!9C+!,9F*6+!9/!8@AG,9F*6+!:9/!-F*6>!@8-1!!<9/!-\*FE>-B!0;-!F*6+!,9F*6+!:9/!
M\*FE>-!&*+H!F*I!A-!-\*FE>-A*+H1=9FB!A@0!0;-!:9>>9C6+3!,9F*6+8!=*+!A-!,680/6A@0-,!:9/!@8-!AI!
0;-!:9>>9C6+3!>6+-8!9:!A@86+-88Q!
!

! =*/,1-\*FE>-A*+H1=9FQ!=/-,60!=*/,!F*6+!,9F*6+!

! 80@,-+0=*/,1-\*FE>-A*+H1=9FQ!=/-,60!=*/,!F*/H-06+3!=*FE*63+!:9/!80@,-+08!

! 9+>6+-*>-/01-\*FE>-A*+H1=9FQ!0/*+8*=069+!-F*6>!:9/!9+>6+-!*>-/08!
!
T*+I!=9FE*+6-8!C6>>!C*+0!09!@8-!0;-6/!E/6F*/I!,9F*6+!:9/!*8!F@=;!-F*6>!0/*::6=!*8!E9886A>-!86+=-!
0;*0!,9F*6+!68!C->>!H+9C+!09!=@809F-/81!!`9C-7-/B!*8!-F*6>!:6>0-/6+3!8I80-F8!6+=>@,-!0;6+38!>6H-!
/-E@0*069+!8=9/-!:9/!,9F*6+8B!6+!0;-!*A8-+=-!9:!8E-=6*>6K-,!8-/76=-8B!;*76+3!0;-!E/6F*/I!,9F*6+!@8-,!
:9/!F*/H-06+3!*8!C->>!*8!0/*+8*=069+*>!F*6>!F*I!=*@8-!0/*+8*=069+*>!F*6>!09!;*7-!*!;63;!8E*F!8=9/-!
86+=-!*!;63;!E/9E9/069+!9:!F*/H-06+3!-F*6>!3-08!:>*33-,!*8!8E*F!AI!=@809F-/8B!C;6=;!6+!0@/+!=*@8-8!
')28!09!;*7-!*!;-*7IG;*+,-,!*EE/9*=;!09!:@0@/-!-F*6>!:/9F!0;*0!,9F*6+1!!
!
'+!0;-!=9+0-\0!9:!8-+,-/!*@0;-+06=*069+B!60!C6>>!A-!-*86-/!09!F*6+0*6+!*@0;9/6K-,!;980!'2!*,,/-88-8!:9/!
)2<!*+,!8->-=09/8!*+,!H-I8!:9/!Vd'T!6:!8-3F-+0*069+!68!F*6+0*6+-,!:9/!0;6/,!E*/06-8!*+,!>6+-8!9:!
A@86+-881!!58!*@0;-+06=*069+!F*0@/-8!*+,!8I80-F8!*/-!A@6>0!09!E/976,-!3/*+@>*/!F-0/6=8!*+,!6FE/97-,!
J@*>60I!9:!8-/76=-!:9/!0/*+8*=069+*>!*+,!=9/E9/*0-!-F*6>B!A@86+-88!7*>@-!C6>>!6+=/-*8-!*8!*!F9/-!
=9FE>-0-!76-C!9:!-F*6>!,->67-/I!A-=9F-8!*7*6>*A>-1!!(;-!,9F*6+!8-3F-+0*069+!*EE/9*=;!F*H-8!60!
-*86-/!:9/!')28!09!A-00-/!/-E9/0G9@0!*+,!:9/!A@86+-88-8!09!89/0!0;/9@3;!0;-!,*0*!09!F-*8@/-!8E-=6:6=!
*+,!/->-7*+0!8@==-881!!
!
MHb& 7+1.(0.$)>&5+#)*&21"#$)6&=/#.&21&^1.&'()*&!"#$%&
(9!8E-=6*>>I!E/90-=0!A/*+,!,9F*6+8!0;*0!,9!+90!8-+,!F*6>B!=9FE*+6-8!=*+!E/9*=067->I!*8863+!)2<!
/-=9/,8!09!0;98-!,9F*6+8!C60;!Y+9!8-+,Z!E*/*F-0-/81!!5!=9FF9+!0*=06=!9:!9+>6+-!:/*@,80-/8!68!09!
8-+,!-F*6>8!:/9F!-890-/6=!,9F*6+8!0;*0!F*I!A-!9C+-,!AI!0;-!0*/3-0!=9FE*+I1!!(;-8-!,9F*6+8!E*88!
>99H@E!=;-=H8!A-=*@8-!0;-I!,9!-\680B!A@0!0;-I!F*I!+-7-/!A-!@8-,!09!8-+,!-F*6>!:/9F!0;-!=9FE*+I1!!
(;-!=@809F-/!,9-8+L0!H+9C!0;68B!*+,!+-60;-/!C6>>!0;-!')28B!89!*+I!-F*6>!8-+0!:/9F!0;-!=9FE*+I!F*I!
E*88!*+!6+606*>!768@*>!9/!F*=;6+-!6+8E-=069+1!!O60;!0;-!*,7*+=-8!9:!/-E@0*069+!8I80-F8B!0;68!E/9A>-F!
68!F6063*0-,!89F-C;*0B!A@0!0;-!F-0;9,!C6>>!806>>!A-!@8-,!AI!=/6F6+*>81!
!
.9FE*+6-8!=*+!*,,/-88!0;68!AI!E@A>68;6+3!)2<!/-=9/,8!:9/!*>>!0;-6/!,9F*6+8B!-7-+!6:!0;-I!,9!+90!
8-+,!-F*6>1!!(;-!:9>>9C6+3!8I+0*\!68!*+!-\*FE>-!9:!0;68Q!
“v=spf1 –all”!

"!#$$%!&'()!*+,!-.-/01! 2*3-!4_!



"#$%&!'()*(+!,-./().%0$.%1)!2(3&14#().!

(;68!)2<!8I+0*\!86FE>I!80*0-8!0;*0!0;-!,9F*6+!:9/!C;6=;!0;-!)2<!/-=9/,!68!=9+0*6+-,B!+9!-F*6>!68!
8-+0!*+,!0;-!E9>6=I!:9/!*+I!-F*6>!E@/E9/06+3!09!A-!:/9F!0;-!,9F*6+!68!;*/,!:*6>1!
!
(;68!C6>>!=*@8-!*+I!-F*6>!X:/*@,@>-+0!*8!C->>!*8!7*>6,[!:/9F!0;-!,9F*6+!09!A-!=>*886:6-,!*8!
@+*@0;9/6K-,!8E99:-,!9/!E;68;-,!-F*6>!AI!*+!)2<!7*>6,*069+1!!
!
(;-!*,F6+680/*067-!=980!9:!0;68!*=06760I!68!/->*067->I!>9C!86+=-!60!6+79>7-8!9+-!-\0/*!0*8H!:9/!0;-!Ve)!
*,F6+680/*09/8!09!*,,!0;-!(m(!/-=9/,!:9/!+-C!,9F*6+8!0;*0!;*7-!+9!-F*6>!6+0-+069+1!!N:!=9@/8-B!6:!
0;-!,9F*6+!C-/-!09!A-!@8-,!:9/!-F*6>!6+!0;-!:@0@/-B!0;-!)2<!/-=9/,!C9@>,!+--,!09!A-!@E,*0-,!09!
/-:>-=0!0;-!7*>6,!;98081!!
!
(9!0;-!-\0-+0!0;*0!8-/76=-8!*/-!*7*6>*A>-!09!E@A>68;!6+:9/F*069+!*A9@0!,9F*6+8!:9/!*+!6+8060@069+B!
0;-8-!,9F*6+8!8;9@>,!A-!6+=>@,-,1!
!
MHC& O#)#>$)>&./(&7+10(66&
O60;!0;-!*A97-!=9+86,-/*069+8!6+!F6+,B!*+!9/3*+6K*069+*>!E>*+!8;9@>,!A-!=/*:0-,!09!9E06F6K-!0;-!
,-E>9IF-+0!*+,!8@==-88:@>!@8-!9:!*@0;-+06=*069+1!!!
!
5!8*FE>-!9:!8@=;!*!E>*+!68!E/976,-,!6+!,33()*%G!91!

"!#$$%!&'()!*+,!-.-/01! 2*3-!4i!



"#$%&!'()*(+!,-./().%0$.%1)!2(3&14#().!

IH 21"#$)N(46&;*().$9$(*&O#$%&P2N;OQ&
!
IHG&& 5+$(9&2N;O&c$6.1+4&
Vd'T!C*8!=/-*0-,!AI!*!=9>>*A9/*069+!9:!6+,@80/I!-\E-/08!6+!#$$c_1!!(;-!H-I!=9+0/6A@09/8!09!0;-!
E/909=9>!C-/-!o*;99B!/-8E9+86A>-!:9/!V9F*6+d-I8!XVd[B!*+,!.68=9L8!'+0-/+-0!',-+06:6-,!T*6>!
X''T[B!C;98-!F*6+!:-*0@/-8!C-/-!=9FA6+-,!09!:9/F!0;-!V9F*6+d-I8!',-+06:6-,!T*6>!XVd'T[!
E/909=9>1!!(;-!/-8@>06+3!8E-=6:6=*069+!C*8!/-:6+-,!*+,!80*+,*/,6K-,!*8!E*/0!9:!*+!'+0-/+-0!
M+36+--/6+3!(*8H!<9/=-!X'M(<[!C9/H6+3!3/9@E!*+,!C*8!E@A>68;-,!*8!*!80*+,*/,8G0/*=H-,!
8E-=6:6=*069+!?<.!ci_4i!6+!e97-FA-/!#$$D1!!
!
)9F-!=9FE*+6-8B!+90*A>I!o*;99B!;*7-!8@EE9/0-,!V9F*6+d-I8!:9/!8-7-/*>!I-*/81!!Vd!;*8!A--+!
,-863+*0-,!*8!*!;6809/6=!E/909=9>!AI!0;-!'M(<B!C60;!0;-!6+0-+069+!0;*0!60!C6>>!-7-+0@*>>I!A-!/-E>*=-,!
AI!Vd'T1!!.9FE*+6-8!0;*0!=@//-+0>I!8@EE9/0!Vd!F*I!=9+06+@-!09!,9!89!A@0!C6>>!+--,!09!,-E>9I!
@E,*0-,!89:0C*/-!0;*0!>-7-/*3-8!0;-!>-3*=I!H-I8!0;*0!C-/-!@8-,!:9/!Vd1!
!
IHA&& c$>/Z%(K(%&=(0/)$0#%&#)*&:-)0.$1)#%&JK(+K$(?&
(;68!,9=@F-+0!,9-8!+90!*00-FE0!09!8-/7-!*8!*+!6+G,-E0;!0@09/6*>!9+!Vd'T!*+,!0;-!6+0/6=*=6-8!9:!0;-!
E/909=9>1!!<9/!,-0*6>-,!6+:9/F*069+!9+!Vd'TB!/-:-/!09!0;-!=11&>%.!*+,!0;-!?(71-+0(7!,33()*%G!,!:9/!
C-A!>6+H81!
!
Vd'T!*>>9C8!*+!9/3*+6K*069+!09!=>*6F!/-8E9+86A6>60I!:9/B!*+,!*88-/0!0;-!6,-+060I!9:B!*!E*/06=@>*/!-F*6>!
F-88*3-!0;*0!60B!9/!*!0/@80-,!0;6/,!E*/0IB!;*8!8-+01!!(;-!/-8E9+86A>-!9/3*+6K*069+!*,,8!*!,6360*>!
863+*0@/-!09!0;-!-F*6>!F-88*3-B!0I6+3!60!09!*!,9F*6+!+*F-!0;-!9/3*+6K*069+!9C+81!!T-88*3-8!*/-!
863+-,!@86+3!E@A>6=!H-I!=/IE093/*E;I!X?)5!*>39/60;F[1!!(;-!863+6+3!*=069+!F@80!A-!E-/:9/F-,!AI!
*+I!8I80-F!F*6+0*6+-,!AI!0;-!/-8E9+86A>-!9/3*+6K*069+B!6+=>@,6+3!0;-!Tb5B!T*6>!)@AF68869+!53-+0!
XT)5[B!9/B!F980!9:0-+B!0;-!-,3-!T(5G3*0-C*I!)T(2!/9@0-/1!!5:0-/!*!F-88*3-!;*8!A--+!863+-,B!*+I!
,-76=-!0;*0!F-88*3-!=9F-8!6+!=9+0*=0!C60;!F*I!7*>6,*0-!0;-!863+*0@/-1!!b8@*>>IB!0;68!7*>6,*069+!C6>>!A-!
,9+-!AI!0;-!-,3-!T(5!9/!90;-/!T(5!9:!0;-!/-=6E6-+01!!(IE6=*>>IB!*+I!;-@/6806=!9/!E9>6=I!
,-0-/F6+*069+!9+!0;-!,68E986069+!9:!*+!-F*6>!C6>>!A-!F*,-!AI!9+-!9:!0;-8-!T(58B!*+,!+90!AI!0;-!
/-=6E6-+0L8!Tb5!9/!AI!0;-!/-=6E6-+0!;6F8->:1!
!
(;-!;63;G>-7->!/-J@6/-F-+08!9:!Vd'T!=9+:63@/*069+!*+,!8-0@E!*/-Q!
!

! (;-!F-88*3-!A9,I!68!F*,-!=*+9+6=*>B!0;-+!;*8;-,!X0IE6=*>>I!)`5G#gD%[1!!.*+9+6=*>6K*069+!
;->E8!E/-7-+0!863+*0@/-!A/-*H*3-!:/9F!F6+9/!=;*+3-8!6+=@//-,!AI!0;-!F-88*3-!,@/6+3!
0/*+8F68869+1!

! T-88*3-!;-*,-/8!*/-!6+=>@,-,!6+!0;-!863+*0@/-1!!(;-!;-*,-/!:6->,8!0;*0!*/-!6+=>@,-,!*/-!
,-0-/F6+-,!AI!0;-!863+6+3!9/3*+6K*069+!*8!E*/0!9:!Vd'T!=9+:63@/*069+1!

! 5!+-C!:6->,!68!*EE-+,-,!09!0;-!F-88*3-!;-*,-/!+*F-,!Vd'TG)63+*0@/-!0;*0!=9+0*6+8!
6FE9/0*+0!6+:9/F*069+!/-J@6/-,!AI!0;-!7-/6:6-/B!6+=>@,6+3!0;-!A9,I!;*8;B!0;-!8->-=09/!+*F-B!
0;-!>680!9:!;-*,-/8!6+!0;-!863+*0@/-B!*+,!0;-!=*+9+6=*>6K*069+!*>39/60;F1!

! (;-!;-*,-/!:6->,8!*+,!0;-!Vd'T!863+*0@/-!:6->,!608->:!*/-!=*+9+6=*>6K-,!*+,!*!;*8;!9:!0;-F!68!
=/-*0-,1!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
_!Vd'T!CCC1,H6F19/3!!
i!?<.8!;00EQWWCCC16-0:19/3W/:=1;0F>!
%!)-=@/-!`*8;!5>39/60;F!E@A>68;-,!AI!e')(!;00EQWW=8/=1+6801397W3/9@E8W)(W;*8;W6+,-\1;0F>!!

"!#$$%!&'()!*+,!-.-/01! 2*3-!4%!
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"#$%&!'()*(+!,-./().%0$.%1)!2(3&14#().!

! 5+!?)5!863+*0@/-!68!3-+-/*0-,!:9/!0;-!;*8;B!*+,!0;-!863+*0@/-!68!6+8-/0-,!A*=H!6+09!0;-!
Vd'TG)63+*0@/-!:6->,1!

! (;-!:@>>!Vd'TG)63+*0@/-!:6->,!68!*,,-,!09!0;-!;-*,-/!9:!0;-!F-88*3-B!*+,!0;-!F9,6:6-,!
F-88*3-!68!/-*,I!:9/!0/*+8F68869+1!

!
&->9C!68!*+!-\*FE>-!9:!*!Vd'T!;-*,-/!6+=>@,-,!6+!*+!)T(2!F-88*3-!0/*+8F68869+!:/9F!*+!
-\*FE>-!A*+HL8!,9F*6+B!-\*FE>-A*+H1=9FB!@86+3!0;-!8->-=09/!$%G0\G>9A1!!e90-!0;-!8->-=09/!X8p[B!
,9F*6+!X,p[B!*+,!;*8;-,!;-*,-/8!X;p[Q!
!

DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/simple; 
d=examplebank.com; 
s= 09-tx-lob; t=1233611805; 
bh=IohO4h5JgZbIJn2plMBlowgxB/SCuKtsFlU/iK3Ke 
TI=; h=Date:From:Subject:To:Message-id:MIME-version:Content-type: 
Content-language:Importance:Accept-Language:Thread-topic: 
Thread-index:X-MS-Has-Attach:X-MS-TNEF-Correlator: 
X-Proofpoint-Virus-Version; 
b=bNzxG87h1dKpa/TX8B5tPY3K3Cw3qX8zDJnc 
EIcBB/wNprTHYoQGFdxZ0uP+XN1Fk9QmXrAPx2oTewuH0WNpnvBeozVUo9qpw8VUT
3O 
e6KZMC231Uo7ZaYbcvDb6aPflndyZX8oav5JnXr33GXX1pa2dLZCDdJxUUP5ZWBrA
Ieo= 

!
.9FE*/-!0;-!*A97-!863+*0@/-!09!0;-!9+-!A->9CB!C;6=;!68!*>89!:/9F!-\*FE>-A*+H1=9FB!A@0!:/9F!0;-6/!
9+>6+-!A*+H6+3!*>-/0!8I80-F1!!e90-!0;-!8->-=09/!Xp!$%G0\G*>-/08[!*+,!0;-!8@A,9F*6+!Xp!
F*/H-06+31-\*FE>-A*+H1=9F[!

!
DKIM-Signature: v=1; a= rsa-sha256; c=relaxed/relaxed; s=09-tx-
alerts; d=marketing.examplebank.com; 
h=From:To:Subject:Date:List-Unsubscribe:MIME-Version:Reply-
To:Content-Type:Content-Transfer-Encoding:Message-Id; 
i=onlinebanking@marketing.examplebank.com; 
bh=ov0qr9N5GvayX1kfPyuljOL2ySE=; 
b=LxCF+L+F6ltgxfker9eFHqZ1D4dgVpAIjkTz4veTpH8wnTk//jOVkevejjkOGKs
OYVqzubSF4TQO 
wlhwjqONKbmkMKJjj9phfBTTwjZQb7uSd8rUbmkqPFhhrfqR4cS3zpy46S+/L5mIT
9mYEY7EDf1/ 
HYv0Mfvlwovgx23qi8M= 
!

IHM&& '$>)$)>&_(+6-6&_(+$94$)>&
(;-!*=0!9:!863+6+3!*!F-88*3-!*88-/08!0;-!Y9C+-/8;6EZ!9/!6,-+060I!9:!0;-!F-88*3-!*8!A-6+3!8-+0!:/9F!
0;-!*@0;9/6K-,!8-+,-/1!!&-=*@8-!0;-!8-+,-/!;*8!=/-*0-,!0;-!Vd'T!;-*,-/!6+:9/F*069+!A*8-,!9+!0;-!
E@A>6=WE/67*0-!H-IG-+=9,-,!;*8;B!*+,!0;-!E@A>6=!H-I!68!H-E0!6+!Ve)B!9+>I!0;-!9C+-/!9:!0;-!,9F*6+!
:9/!C;6=;!0;-!F-88*3-!68!6,-+06:6-,!=*+!=9//-=0>I!863+!F-88*3-8!:9/!0;*0!,9F*6+1!!
!
(;-!9C+-/!9:!0;-!,9F*6+!+*F-!@8-,!:9/!*!Vd'T!863+*0@/-!E@08!0;-6/!/-E@0*069+!9+!0;-!>6+-!:9/!0;-!
7-/*=60I!9:!0;*0!F-88*3-1!!n-/6:I6+3!*!F-88*3-!=*+!A-!,9+-!AI!*+I!8I80-F!0;*0!F*I!;*7-!*==-88!09!
0;*0!F-88*3-!A-=*@8-!60!;*8!A--+!/9@0-,!09!X9/!0;/9@3;[!601!!n-/6:6=*069+!F-*+8!0;*0!0;-!F-88*3-L8!
Vd'T!;-*,-/!;*8!A--+!6,-+06:6-,B!*+,!0;-!/-=6E6-+0!8I80-F!;*8!:-0=;-,!0;-!E@/E9/06+3!,9F*6+L8!
*EE/9E/6*0-!Vd'T!E@A>6=!H-I!:/9F!Ve)!A*8-,!9+!0;-!8->-=09/!6+:9/F*069+!=9+0*6+-,!6+!0;-!;-*,-/1!!
?-=-67-/8!C;9!7*>6,*0-!*!863+*0@/-!F*I!0;-+!@8-!0;-!6+:9/F*069+!9+!0;-!8-+,-/L8!,9F*6+!*8!E*/0!9:!

"!#$$%!&'()!*+,!-.-/01! 2*3-!#$!



"#$%&!'()*(+!,-./().%0$.%1)!2(3&14#().!

*+06G8E*F!;-@/6806=8B!C;6=;!F*I!6+=>@,-!/-E@0*069+!,*0*!=9>>-=0-,!*A9@0!0;*0!8-+,-/!:/9F!90;-/!
E*/06-81!!!
!
IHI&& =(0/)$0#%&;"3%("().#.$1)&#)*&5(6.&7+#0.$0(6&
(;68!,9=@F-+0!,9-8!+90!8-/7-!*8!*!0-=;+6=*>!,--EG,67-!F*+@*>!9+!,-E>9I6+3!Vd'T1!!<9/!0-=;+6=*>!
,-0*6>8B!/-:-/!09!0;-!?(71-+0(7!,33()*%G!,1!!O;-/-!*EE/9E/6*0-B!=-/0*6+!80-E8!9:!0;-!,-E>9IF-+0!
E/9=-88!F*I!6+=>@,-!89F-!0-=;+6=*>!6+:9/F*069+!6+!9/,-/!09!E/976,-!0;-!/-*,-/!C60;!-+9@3;!
A*=H3/9@+,!6+:9/F*069+!09!@+,-/80*+,!0;-!80-E8!6+79>7-,B!*8!C->>!*8!C;*0!H6+,!9:!0-=;+6=*>!
/-89@/=-8!0;-I!8;9@>,!;*7-!*0!0;-6/!,68E98*>!:9/!*!8@==-88:@>!,-E>9IF-+01!

!
$H 8+(#.$)>&6(%(0.1+6&&

)->-=09/8B!C;6=;!*/-!F-=;*+68F8!09!8@A,676,-!0;-!H-I!+*F-8E*=-B!*>>9C!*!86+3>-!,9F*6+!09!
@06>6K-!F@>06E>-!H-I8!09!8@EE9/0!E-/69,6=!H-I!=;*+3-8!*+,!97-/>*E!9:!H-I8!C;6>-!9>,!9+-8!*/-!
E;*8-,!9@0B!C;6=;!*/-!/-=9FF-+,-,!8-=@/60I!E/*=06=-81!!)@EE9/0!9:!F@>06E>-!H-I8!:9/!0;-!
8*F-!,9F*6+!68!*>89!@8-:@>!:9/!9/3*+6K*069+8!0;*0!F@80!8@EE9/0!0;6/,GE*/0I!@8-!9:!0;-!
,9F*6+1!!)6+=-!0;-!=9/E9/*069+!C6>>!+90!C*+0!*+I!0;6/,!E*/06-8!09!9A0*6+!0;-6/!E/67*0-!H-I8B!*!
8E-=6*>!863+6+3!H-I!F*I!A-!=/-*0-,!:9/!0;-!0;6/,!E*/0IB!9/!0;-!0;6/,!E*/0I!F*I!=/-*0-!0;-6/!9C+!
6:!0;-I!;*7-!*==-88!09!NE-+))a!9/!90;-/!=9FE*+IG*EE/97-,!H-I!3-+-/*06+3!F-=;*+68F81!!
`*76+3!*!0;6/,!E*/0I!@8-!*!,-,6=*0-,!*+,!@+6J@-!H-I!E*6/!*8863+-,!AI!0;-!,9F*6+!9C+-/B!
8->-=09/8!*>>9C!0;-!,9F*6+!9C+-/!F9/-!:>-\6A6>60I!6+!,-*>6+3!C60;!*!8-=@/60I!A/-*=;!6+!=*8-!
0;-!0;6/,GE*/0I!8I80-F8!*/-!=9FE/9F68-,!*+,!0;-6/!E/67*0-!H-I!-\E98-,1!!58!*+!*>0-/+*067-B!
=9FE*+6-8!=*+!*>89!*>>9C!0;6/,!E*/06-8!09!=/-*0-!0;-6/!9C+!H-I8B!*8!0;-!=9FE*+I!C6>>!806>>!;*7-!
=9+0/9>!97-/!0;-!Ve)!E@A>68;6+3!9:!0;-!E@A>6=!H-I1!
!
(;-/-!8;9@>,!A-!=9+8680-+0!+*F6+3!*/9@+,!8->-=09/8!*=/988!0;-!9/3*+6K*069+!*+,!608!
*@0;9/6K-,!0;6/,!E*/06-81!!e*F6+3!=9+7-+069+8!8;9@>,!A-!=9FF@+6=*0-,!*8!E*/0!9:!0;-!
E/9U-=0!E>*+!6+!9/,-/!09!E/-7-+0!*+I!-+0606-8!:/9F!=/-*06+3!8->-=09/8!9@086,-!0;-!80*+,*/,B!
C;6=;!C9@>,!0;-+!+--,!09!A-!/-=/-*0-,!9/!3/*+,:*0;-/-,1!!
!
)->-=09/!+*F-8!8;9@>,!=9+0*6+!6+:9/F*069+!9+!0;-!=/-*069+!,*0-!XC;6=;!*>>9C8!:9/!H-I!
/90*069+[B!*8!C->>!*8!*,F6+680/*067-!/-8E9+86A6>60I1!
!
<9/!-\*FE>-B!0;-!8=;-F-Q!,*0-1E@/E98-1*,F6+!

! V*0-Q!@8-,!09!,->6+-*0-!0;-!=/-*069+!,*0-!:9/!8->-=09/!/90*069+!8=;-,@>6+3!

! 2@/E98-Q!0;-!E/6F*/I!E@/E98-!9:!0;-!,9F*6+Q!F*/H-06+3B!0/*+8*=069+*>B!9/!=9/E9/*0-!

! 5,F6+Q!0;-!*,F6+680/*067-!-+060I!/-8E9+86A>-!:9/!0;-!,9F*6+!9/!8@AG,9F*6+B!C;6=;!
F*I!A-!*!,-863+*069+!9:!0;-!=9FE*+I!608->:!9/!*!0;6/,GE*/0I!*3-+=I1!

!
(;-!8->-=09/!+*F-!=*+!9+>I!=9+0*6+!,908B!>-00-/8B!+@FA-/8!9/!0;-!;IE;-+!=;*/*=0-/B!*>0;9@3;!
;IE;-+8!=*++90!A-!0;-!:6/80!9/!>*80!=;*/*=0-/1!
!

$$H 8+(#.$)>&#&3-<%$0R3+$K#.(&E(4&3#$+&
2>-*8-!/-:-/!09!,33()*%G!2!:9/!*+!-\*FE>-!9:!=/-*06+3!*!E@A>6=WE/67*0-!H-I!E*6/!@86+3!
NE-+))a1!
!

$$$H '$>)$)>&31%$04&*(6$>)#.$1)&
.9FE*+6-8!C6>>!C*+0!09!=9+86,-/!0;-!:9>>9C6+3!80-E8!:9/!863+6+3!E9>6=I!,-863+*069+1!

"!#$$%!&'()!*+,!-.-/01! 2*3-!#4!



"#$%&!'()*(+!,-./().%0$.%1)!2(3&14#().!

!

! V-0-/F6+-!0;-!8->-=09/!+*F6+3!=9+7-+069+8!*+,!6+7-+09/I!0;-!8->-=09/8!*889=6*0-,!C60;!
-*=;!8-+,6+3!-+060I!X8--!,33()*%G!,!*+,!9+($.%)@!'(&(0.1+7!*A97-[1!

! .*+9+6=*>6K*069+!8-006+38!8;9@>,!A-!8-0!09!/->*\-,B!*0!>-*80!,@/6+3!0-806+3!*+,!0;/9@3;!0;-!
A-36++6+3!9:!E/9,@=069+1!!(;68!C6>>!*>>9C!09>-/*069+!9:!F6+9/!F9,6:6=*069+8!8@=;!*8!
;-*,-/!>6+-!C/*EE6+3!=;*+3-8B!=*E60*>6K*069+B!*+,!C;60-8E*=-!/-E>*=-F-+01!!.;*+36+3!
=*+9+6=*>6K*069+!09!86FE>-!68!F9/-!8-=@/-B!A@0!09>-/*0-8!*>F980!+9!F9,6:6=*069+!*+,!F*I!
/-8@>0!6+!6+7*>6,*0-,!863+*0@/-81!!M*=;!9/3*+6K*069+!C6>>!+--,!09!,-0-/F6+-!C;6=;!8-006+3!
C9/H8!A-80!6+!0;-6/!-+76/9+F-+01!

! )63+6+3!*+,!7-/6:6=*069+!*>39/60;F8!C6>>!A-!/8*G8;*4B!C;6=;!68!0;-!,-:*@>0!6:!+9!*>39/60;F!
68!8E-=6:6-,!*+,!Tb)(!A-!8@EE9/0-,!AI!*>>!6FE>-F-+0*069+81!

! d-I!86K-8!8;9@>,!A-!+9!>-88!0;*+!4$#cGA60!*+,!0;-!>*/3-80!E/*=06=*>!H-I!86K-!68!#$ciGA601!
X#$ci!68!0;-!>*/3-80!H-I!0;*0!:608!C60;6+!*!g4#GAI0-!Ve)!bV2!/-8E9+8-!E*=H-0[1!

! a-+30;!0*3!Xap[!68!+90!/-=9FF-+,-,!@8-,!:9/!8-=@/60I!E@/E98-84$!

! ?-J@6/-,!0*38!6+=>@,-Q!
- *p!!Q!!*>39/60;F!@8-,!09!3-+-/*0-!0;-!863+*0@/-!XE>*6+G0-\0Q!/8*G8;*4[!
- Ap!!Q!!863+*0@/-!,*0*!XA*8-Dc[!
- =p!!Q!!`-*,-/WA9,I!=*+9+6=*>6K*069+!XE>*6+!0-\0Q!/->*\-,W86FE>-S!86FE>-W86FE>-[!
- ,p!!Q!!,9F*6+!9:!863+6+3!-+060I!XE>*6+!0-\0Q!=9FE*+I1=9F[!
- ;p!!Q!!863+-,!;-*,-/!:6->,8!XE>*6+!0-\0Q!*!=9>9+G8-E*/*0-,!>680!9:!;-*,-/8!E/-8-+0-,!09!
0;-!863+6+3!*>39/60;F[!!

! <?NTB!)b&qM.(B!V5(M!k!F@80!A-!6+=>@,-,!
! 5>>!T'TM!;-*,-/!:6->,8!8;9@>,!*>89!A-!6+=>@,-,!
! 5+I!90;-/!;-*,-/!:6->,!0;*0!,-8=/6A-8!0;-!/9>-!9:!0;-!863+-/!X-131B!)MeVM?!9/!
?M)Me(G<?NT!F@80!A-!6+=>@,-,[!

! 5+I!;-*,-/!:6->,8!0;*0!*/-!0/*+86-+0!XE-/;*E8!*,,-,!AI!*+!*EE>6=*069+!09!A-!
>*0-/!/-F97-,!AI!*!,9C+80/-*F!*EE>6=*069+[!9/!>6H->I!09!A-!F9,6:6-,!9/!
/-F97-,!6+!0/*+860!8;9@>,!eN(!A-!6+=>@,-,!

! (;-!Vd'TG)63+*0@/-!;-*,-/!:6->,!68!*>C*I8!6FE>6=60>I!863+-,!*+,!F@80!+90!A-!
6+=>@,-,!6+!0;-!;p!0*3S!:9/!:@/0;-/!6+:9/F*069+!9+!;-*,-/!0*3B!/-:-/!09!0;-!
;-*,-/!0*3!8-=069+!9:!0;-!Vd'T!8E-=6:6=*069+441!!

- 8p!!Q!!8->-=09/!XE>*6+!0-\0Q!,*0-1E@/E98-1*,F6+Q!0;-!8->-=09/!8@A,676,6+3!0;-!
+*F-8E*=-!:9/!0;-!,p!,9F*6+!0*3!

! NE069+*>!0*38!8;9@>,!A-!/-8-*/=;-,!E/69/!09!@8-B!-8E-=6*>>I!\p!X863+*0@/-!-\E6/*069+[!*+,!
0p!X863+*0@/-!06F-80*FE[!

!
$KH ;)6.#%%&#)*&01)9$>-+(&6-331+.(*&619.?#+(&

bE3/*,-!9/!6+80*>>!89:0C*/-!:9/!0;-!T(5X8[!0;*0!C6>>!A-!863+6+3!0;-!F-88*3-81!!V-E-+,6+3!9+!
0;-!86K-!9:!0;-!9/3*+6K*069+B!*+,!C;-0;-/!0;68!68!*!0-80!9/!E/9,@=069+!,-E>9IF-+0B!0;68!
E/9=-88!=*+!0*H-!*!:-C!F6+@0-8B!9/!8-7-/*>!C--H81!!<9/!E/9,@=069+!,-E>9IF-+0B!0;68!80-E!
8;9@>,!;*7-!*!:9/F*>!E/9U-=0!:/*F-C9/H!*+,!=9+8@>0*069+!9:!0;-!T(5!7-+,9/1!!!
)--!,33()*%G!,!:9/!>6+H8!09!=9+:63@/*069+!6+:9/F*069+!:9/!89F-!=9FF9+!T(581!!
!

KH =(6.&#)*&+(01+*&+(6-%.6&

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
4$!?<.!ci_4B!)-=069+!^1c1g!&9,I!a-+30;!a6F608!;00EQWWCCC16-0:19/3W/:=W/:=ci_410\0!!
44!?<.!ci_4B!)-=069+!g1c!;00EQWWCCC16-0:19/3W/:=W/:=ci_410\0!!

"!#$$%!&'()!*+,!-.-/01! 2*3-!##!

http://www.ietf.org/rfc/rfc4871.txt
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"#$%&!'()*(+!,-./().%0$.%1)!2(3&14#().!

(IE6=*>>IB!F980!6+80*>>*069+8!C6>>!=*@8-!*>>!F-88*3-8!E*886+3!0;/9@3;!0;-!863+6+3!T(5!09!A-!
Vd'T!863+-,1!!
!
(;-!:9>>9C6+3!0-80!=*8-8!=*+!A-!@8-,!*8!*!80*/06+3!E96+0!09!,-7->9E!I9@/!9C+!0-806+3!/9@06+-Q!
!
41 )-+,!*!F-88*3-!09!*+!-\0-/+*>!*==9@+0!0;*0!E*88-8!0;/9@3;!0;-!863+6+3!T(5!*+,!
768@*>>I!6+8E-=0!0;-!F-88*3-!:9/!0;-!E/-8-+=-!9:!*!Vd'T!;-*,-/!*+,!=9//-8E9+,6+3!
F-88*3-!;*8;1!

#1 )-+,!*!F-88*3-!0;-!8*F-!C*I!09!*+!-\0-/+*>!Vd'T!F6//9/!860-!0;*0!C6>>!E-/:9/F!*!
Vd'T!7*>6,*069+!*+,!,68E>*IB!9/!-F*6>!A*=HB!/-8@>081!!

^1 (-806+3!8;9@>,!A-!,9+-!09!7*>6,*0-!Vd'T!/-8@>08!:9/!-7-/I!,9F*6+B!*+,!*>>!8->-=09/8!
:9/!,9F*6+8B!9+!*>>!T(58!0;*0!*/-!863+6+3!F*6>1!!

c1 ./-*0-!*!8=/6E0!9/!90;-/!*@09F*0-,!8I80-F!0;*0!E-/69,6=*>>I!=;-=H8!-F*6>!8-+0!:/9F!
7*/69@8!8I80-F8!*+,!=*FE*63+8B!6+=>@,6+3!0;6/,GE*/0I!-F*6>!0;*0!8;9@>,!A-!863+-,B!
:/9F!7*/69@8!8I80-F8B!09!F9+609/!:9/!A/9H-+!9/!F6886+3!863+*0@/-8B!-0=1!!

!
K$H ;)9+#6.+-0.-+(&$"3#0.&

)6+=-!Vd'T!68!*!=/IE093/*E;6=*>>IGA*8-,!,6360*>!863+*0@/-!89>@069+B!0;-/-!C6>>!A-!89F-!.2b!
E/9=-886+3!97-/;-*,!*889=6*0-,!C60;!0;-!*=06760I!9:!=*+9+6=*>6K*069+B!;*8;6+3B!*+,!863+6+31!!
MF*6>!8I80-F8!AI!+*0@/-!0-+,!09!A-!F9/-!'WN!6+0-+867-!0;*+!.2b!6+0-+867-B!89!F980!)T(2!
8-/7-/8!C6>>!;*7-!0;-!+-=-88*/I!:/--!97-/;-*,!09!;*+,>-!Vd'T!863+6+31!!
!
':!0;-!)T(2!8I80-F!68!*>/-*,I!,->-3*0-,!09!89F-!.2bG6+0-+867-!*=06760I!8@=;!*8!*+06G76/@8B!
*+06G8E*FB!9/!-+=/IE069+B!0;-+!60!68!/-=9FF-+,-,!0;*0!E-/:9/F*+=-!0-806+3!A-!,9+-!9+!
86F6>*/>I!=9+:63@/-,!>*A!;*/,C*/-1!!5>89B!6:!0;-!E-/:9/F*+=-!9:!0;-!T(5!;*/,C*/-!68!*>/-*,I!
*0!0;-!>6F608!9:!608!=*E*A6>60IB!0;-+!6FE>-F-+06+3!Vd'T!F*I!A-!-+9@3;!09!E@8;!60!97-/!0;-!
-,3-!*+,!-\E-/6-+=-!E-/:9/F*+=-!E/9A>-F8!8@=;!*8!J@-@6+31!!
!
'0!68!6FE/*=06=*>!09!9@0>6+-!*!/@>-!9:!0;@FA!:9/!E-/:9/F*+=-B!86+=-!97-/;-*,!6FE*=0!C6>>!
,-E-+,!;-*76>I!9+!0;-!;*/,C*/-!*7*6>*A>-!*8!C->>!*8!0;-!T(5!89:0C*/-!X*+,!-7-+!0;-!T(5!
7-/869+[!*+,!;9C!60!68!=9+:63@/-,1!!`9C-7-/B!*+-=,90*>!-76,-+=-!09!,*0-!8@33-808!0;*0!Vd'T!
863+6+3!*,,8!4f!9/!>-88!*,,6069+*>!80/*6+!9+!8I80-F!.2b!E-/:9/F*+=-B!*+,!89F-!-7-+!
8@33-80!0;*0!60!68!*!Y,/9E!6+!0;-!A@=H-0Z!=9FE*/-,!09!E/9=-88-8!>6H-!*+06G8E*F!C;6=;!F*I!A-!
/@++6+3!9+!0;-!8*F-!F*=;6+-1!!2-/:9/F*+=-!C6>>!7*/I!:/9F!E/9,@=0!09!E/9,@=01!!'0!68!
6FE9/0*+0!09!0-80!Vd'T!863+6+3!6+!*!>*A!-+76/9+F-+0!09!,-0-/F6+-!E-/:9/F*+=-!6FE*=0!*+,!
C;-0;-/!*,,6069+*>!8I80-F!=*E*=60I!C6>>!A-!+--,-,1!!
!

K$$H '(%(0.1+&#)*&E(4&6(0-+$.4&#)*&+1.#.$1)&
(;-!E@/E98-!9:!8->-=09/!*+,!H-I!/90*069+!68!09!*@3F-+0!8-=@/60I!*+,!F6063*0-!A/-*=;-8!6+!0;-!
-7-+0!H-I8!*/-!=9FE/9F68-,1!!'+!89F-!9/3*+6K*069+8B!H-I8!F*I!Y>-*HZ!*8!*,F6+680/*09/8!
F97-!:/9F!U9A!09!U9AB!F*I!+90!A-!8-=@/-,!E/9E-/>IB!9/!F*I!A-!F*>6=69@8>I!8;6EE-,!09!
6+,676,@*>8!C60;!=/6F6+*>!6+0-+01!
!
(;-/-!C6>>!A-!0C9!C*I8!09!/90*0-!H-I8Q!-60;-/!76*!E/-*//*+3-,!8=;-,@>-B!9/!*,G;9=1!!5,G;9=!
8;9@>,!A-!,9+-!6:!0;-/-!68!*+I!8@8E6=69+!0;*0!*!H-I!;*8!A--+!=9FE/9F68-,1!!e90!9+>I!8;9@>,!
0;-!*::-=0-,!H-I!A-!/-E>*=-,B!A@0!*+I!H-I!0;*0!68!@+,-/!86F6>*/!809/*3-!=9+,6069+81!!(;-!8*F-!
E/9=-88!:9/!H-I!*+,!8->-=09/!/-E>*=-F-+0!8;9@>,!A-!:9>>9C-,!:9/!8=;-,@>-,!F*6+0-+*+=-B!*8!
C->>!*8!6:!60!68!A-6+3!,9+-!09!*,,/-88!*!8@,,-+!8-=@/60I!=9+=-/+!X@+8=;-,@>-,!F*6+0-+*+=-[1!

"!#$$%!&'()!*+,!-.-/01! 2*3-!#^!



"#$%&!'()*(+!,-./().%0$.%1)!2(3&14#().!

d-I!/-E>*=-F-+0!*>>9C8!*!=9FE*+I!09!F97-B!6+!*!=9+0/9>>-,!F*++-/B!:/9F!9+-!8->-=09/!
+*F6+3!/9@06+-!09!*+90;-/B!=;*+3-!0;-!80/-+30;!9:!H-I!-+=/IE069+B!9/!-+:9/=-!8-=@/60I!E9>6=I!
*/9@+,!H-I!/-0-+069+1!!!
!
58!,-8=/6A-,!*A97-B!*!8->-=09/!68!=/-*0-,!:9/!*!,9F*6+!X9/!F@>06E>-!E-/!,9F*6+[!C;6=;!
8E-=6:6-8!0;-!E@A>6=!H-I!09!/-0/6-7-!:/9F!Ve)1!!O;-+!H-I8!*/-!/90*0-,B!0;-/-!C6>>!A-!*!E-/69,!
9:!06F-!C;-+!F-88*3-8!863+-,!AI!0;-!+-C!8->-=09/WH-I!C6>>!-\680!9+!0;-!'+0-/+-0!*>9+386,-!
0;-!9>,!8->-=09/WH-I1!!'0!68!6FE9/0*+0!09!H--E!0;-!0/*+86069+!E-/69,!C;-/-!A90;!8->-=09/8WH-I8!
*/-!8@EE9/0-,!@+06>!0;-!9/3*+6K*069+!,-0-/F6+-8!0;-!E9E@>*069+!9:!9>,!8->-=09/8WH-I8!;*7-!
*3-,!-+9@3;!09!A-!/-F97-,!:/9F!Ve)!C60;!F6+6F*>!,68/@E069+1!!)9F-!8-=@/60I!3/9@E8!
6+,6=*0-!0;68!=*+!A-!*8!>9+3!*8!8-7-/*>!F9+0;8B!A@0!0;-!06F->6+-!=*+!A-!*==->-/*0-,!@+,-/!
-\63-+0!=6/=@F80*+=-81!!
!
)6+=-!Vd'T!=*+!A-!7*>6,*0-,!*0!0;-!Tb5B!*>>9C6+3!H-I8!09!,-E/-=*0-!=*+!/-8@>0!6+!7*>6,!
F-88*3-8!A-6+3!=9+86,-/-,!6+7*>6,!6:!*!H-I!68!-\E6/-,!*+,!0;-!Tb5!0/6-8!09!7*>6,*0-!*+!9>,!
F-88*3-1!!(9!,*0-B!C-!8--!7-/I!>600>-!7*>6,*069+!A-6+3!E-/:9/F-,!AI!0;-!Tb5B!A@0!/*0;-/!0;-!
T(5!C;6>-!F-88*3-8!*/-!6+!*=067-!0/*+8601!!(;68!A-6+3!0;-!F980!=9FF9+!=*8-B!60!F*H-8!8-+8-!
0;*0!*!=9FE*+I!,-0-/F6+-!:9/!608->:!C;-+!9>,!H-I8!*+,!8->-=09/8!=*+!A-!/-06/-,!AI!86FE>I!
F9+609/6+3!C;*0!0;-I!8--!6+!0/*+860!@86+3!*@09F*0-,!0-808!*+,!F9+609/6+3!,-8=/6A-,!*A97-1!!
'+!90;-/!C9/,8B!*8!E*/0!9:!/9@06+-!0-806+3B!*!=9FE*+I!8;9@>,!A-!*A>-!09!,-0-/F6+-!0;-!80*0-!
9:!Vd'T!863+*0@/-8!9+!608!9C+!F-88*3-8B!*8!C->>!*8!,-0-/F6+-!0;*0!9>,!8->-=09/8WH-I8!*/-!+9!
>9+3-/!A-6+3!,-0-=0-,!AI!0-80!8I80-F81!!50!0;*0!E96+0B!60!68!8*:-!09!/-06/-!0;-!9>,!H-I81!!
!

IHL&& ,-./1+&21"#$)&'$>)$)>&7+#0.$0(6&P,2'7Q&
Vd'T!68!*+!-79>76+3!E/909=9>!*+,B!*8!8@=;B!0;-/-!*/-!8-7-/*>!9+396+3!-::9/08!09!-\E*+,!9/!F9,6:I!
608!=*E*A6>606-81!!N+-!8@=;!-\*FE>-B!5@0;9/!V9F*6+!)63+6+3!2/*=06=-8!X5V)2[4#B!:9/F-/>I!H+9C+!*8!
)-+,-/!)63+6+3!29>6=I!X))2[B!68!*!E/9E98-,!9E069+*>!-\0-+869+!09!Vd'T!:9/!F-88*3-!8-+,-/8!09!
=9FF@+6=*0-!09!/-=-67-/8!C;6=;!9:!0;-6/!,9F*6+8!*/-!863+6+3!*>>!0;-6/!F-88*3-81!!.@//-+0>IB!5V)2!68!
*+!'M(<!'+0-/+-0GV/*:01!!V@-!09!A90;!0-=;+6=*>!*+,!E9>606=*>!=9+0/97-/8IB!5V)2!68!806>>!6+!:>@\!*+,!
3-+-/*>>I!;*8!+90!A--+!6FE>-F-+0-,!6+!E/9,@=069+!-+76/9+F-+081!!!!
!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
4#!5@0;9/!V9F*6+!)63+6+3!2/*=06=-8!;00EQWWCCC1,H6F19/3W8E-=8W,/*:0G6-0:G,H6FG88EG4$1;0F>!

"!#$$%!&'()!*+,!-.-/01! 2*3-!#c!

http://www.dkim.org/specs/draft-ietf-dkim-ssp-10.html


"#$%&!'()*(+!,-./().%0$.%1)!2(3&14#().!

LH '()*(+&71%$04&:+#"(?1+E&P'7:R';2:Q&
!
LHG&& 5+$(9&'7:&c$6.1+4&
'+0-/+-0!-\E-/08!C-/-!,68=@886+3!C*I8!09!7*>6,*0-!F-88*3-!*@0;-+06=60I!*8!:*/!A*=H!*8!4%%_1!!'+!#$$^B!
*!E*E-/!C/600-+!AI!2*@>!n6\6-!6+!#$$#B!060>-,!Y?(3-*%$.%)@!I$%&J;+1#Z!C*8!E/-8-+0-,!*0!0;-!NL?-6>>I!
NE-+!)9@/=-!.9+7-+069+1!!)@A8-J@-+0>IB!T-+3!O-+3!O9+3B!:9@+,-/!9:!29A9\1=9FB!F-/3-,!89F-!
-*/>I!8E-=6:6=*069+8!*+,!A-3*+!89>6=606+3!6+E@0!:/9F!90;-/!6+0-/-80-,!E*/06-81!!N7-/!0;-!+-\0!I-*/B!0;-!
8E-=6:6=*069+!C*8!:6+-G0@+-,!*+,!0;-!+*F-!=;*+3-,!:/9F!)-+,-/!2-/F600-,!</9F!09!)-+,-/!29>6=I!
</*F-C9/H1!!'+!#$$c!0;-!'M(<!=/-*0-,!0;-!T5?'V!C9/H6+3!3/9@E!C;6=;!*00-FE0-,!09!F-/3-!0;-!
)2<!8E-=6:6=*069+!C60;!*!86F6>*/!9+-!:/9F!T6=/989:0!+*F-,!.*>>-/'V1!!(;-!T5?'V!3/9@E!=9>>*E8-,!
6+!#$$gB!*+,!)2<!E/9E9+-+08!8@==--,-,!6+!;*76+3!)2<!,-863+*0-,!*+!Y-\E-/6F-+0*>Z!?<.!
X?<.cc$i[!6+!>*0-!5E/6>B!#$$D1!!
!
T6=/989:0!=9+06+@-8!09!E/9F90-!608!7-/869+!9:!)2<B!=*>>-,!)-+,-/'V!</*F-C9/H!X)'V<[1!!(;-/-!C*8!
89F-!-*/>I!=9+0/97-/8I!*/9@+,!)-+,-/'V!*8!T6=/989:0!E*0-+0-,!*+,!,-7->9E-,!>6=-+86+3!9:!0;-!H-I!
,6::-/-+=-8!A-0C--+!)2<!*+,!)-+,-/'VB!C;6=;!=*@8-,!,-7->9E-/8!09!*796,!)-+,-/'V!,@-!09!
>6=-+86+3!=9+=-/+81!!'+!N=09A-/!#$$DB!T6=/989:0!,-863+*0-,!)-+,-/'V!6+0->>-=0@*>!E/9E-/0I!@+,-/!*+!
NE-+!)E-=6:6=*069+!2/9F68-B!C;6=;!-88-+06*>>I!F*H-8!)-+,-/'V!=9FE*06A>-!C60;!90;-/!:/--!*+,!9E-+!
89@/=-!>6=-+8-8B!C60;!0;-!+90*A>-!-\=-E069+!9:!6+=9FE*06A6>60I!C60;!0;-!=@//-+0!7-/869+!9:!0;-!
P-+-/*>!2@A>6=!a6=-+8-!XP2a[!7-/869+!^1\4^1!
!
(;-/-!*/-!F6\-,!9E6+69+8!X*+,!,-E>9IF-+0!=*8-8[!9+!)2<!781!)-+,-/'V1!<9/!*!/-76-C!9:!0;-!9E-+!
89@/=-!=9FF@+60IL8!76-C!9:!)-+,-/'VB!/-:-/!09!0;-!NE-+)2<1N?P!)2<!=9FF@+60I!E986069+!
80*0-F-+04c1!!
!
<9/!,-0*6>-,!0-=;+6=*>!,-8=/6E069+8!9:!)2<!*+,!)'V<B!/-:-/!09!>6+H8!6+!?(71-+0(7!,33()*%G!,1!!
&
LHA&& c$>/Z%(K(%&=(0/)$0#%&#)*&:-)0.$1)#%&JK(+K$(?&
)-+,-/!29>6=I!</*F-C9/H!68!*!E*0;GA*8-,!*@0;-+06=*069+!E/909=9>!0;*0!*>89!=9FF@+6=*0-8!E9>6=IB!
*+,!68!6+0-+,-,!09!E/-7-+0!@+*@0;9/6K-,!8E99:6+3!9:!0;-!-+7->9E-!8-+,-/!*,,/-88!6+!*+!-F*6>1!!
!
)2<!E/976,-8!0;-!:/*F-C9/H!:9/!,9F*6+!9C+-/8!09!8E-=6:I!C;6=;!F*6>!8-/7-/8!X;9808[!*/-!*>>9C-,!09!
8-+,!-F*6>!:/9F!0;98-!,9F*6+81!!(;-!,9F*6+!9C+-/!E@A>68;-8!6+:9/F*069+!6+09!*+!)2<!/-=9/,!6+!
0;-!,9F*6+L8!Ve)1!!(;-+B!C;-+!0;-!/-=6E6-+0L8!F*6>!8I80-F!/-=-67-8!0;-!F-88*3-B!60!=;-=H8!C;-0;-/!
0;-!F-88*3-!*=0@*>>I!C*8!,->67-/-,!09!60!AI!*+!*@0;9/6K-,!;980B!0;-/-AI!=;-=H6+3!0;-!YE*0;Z!0;-!
F-88*3-!0/*7->-,1!!5!F-88*3-!0;*0!9/636+*0-,!:/9F!*+!@+*@0;9/6K-,!;980B!0;*0!68B!9+-!0;*0!68!+90!
8E-=6:6-,!6+!0;-!)2<!Ve)!/-=9/,B!C9@>,!A-!=9+86,-/-,!8E99:-,1!!
!
.9+0*6+-,!C60;6+!0;-!)2<!/-=9/,!68!*>89!E9>6=I!6+:9/F*069+!09!6+80/@=0!0;-!/-=-676+3!T(5!9+!;9C!09!
,68E98-!9:!0;-!F-88*3-1!!(9,*IB!F980!8I80-F8!@8-!)2<!E9>6=I!6+:9/F*069+!09!6+:9/F!;-@/6806=8!
X=9FA6+-,!C60;!/-E@0*069+!*+,!90;-/!,*0*[!:9/!:6>0-/6+3!F-88*3-81!!'+!:*=0B!8I80-F8!=*+!@8-!)2<!
6+:9/F*069+!09!6FE/97-!-\6806+3!/-E@0*069+!,*0*!AI!*33/-3*06+3!97-/!06F-!0;-!8-+,6+3!E*00-/+!9:!
8E-=6:6=!;9808!*+,!,9F*6+81!!(;-!E9>6=I!6+:9/F*069+!6+0-3/*0-,!6+09!)2<!E/909=9>!68!86FE>-B!I-0!
*>>9C8!/-=-676+3!8I80-F8!*!C*I!09!3/*,@*>>I!Y0@/+!@E!0;-!;-*0Z!9+!:/*@,@>-+0!F-88*3-81!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
4^!)-+,-/'V!*+,!0;-!P-+-/*>!2@A>6=!a6=-+8-!XP2a[!
;00EQWWCCC1C6>F-/;*>-1=9FWE@A>6=*069+8WC;2@A8V-0*6>1*8E\lE@A>6=*069+p^icD!
4c!;00EQWWCCC19E-+8E:19/3WA>9A8W8E:G=9FF@+60IGE986069+!!

"!#$$%!&'()!*+,!-.-/01! 2*3-!#g!

http://www.wilmerhale.com/publications/whPubsDetail.aspx?publication=3846
http://www.openspf.org/blobs/spf-community-position
http://www.openspf.org/blobs/spf-community-position
http://www.openspf.org/blobs/spf-community-position
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(9,*IB!;9C-7-/B!E9>6=I!68!+90!,6/-=0>I!-+:9/=-,!AI!/-=-67-/8!,@-!09!=9+=-/+8!*A9@0!,-E>9IF-+0!
6+=9+8680-+=6-8!>-*,6+3!09!@+*==-E0*A>-!/*0-8!9:!:*>8-!E986067-81!!(;-/-!;*7-!A--+!-\*FE>-8!C;-/-!*!
=9FE*+I!,-E>9I-,!)2<B!A@0!0;-I!,6,!+90!*,-J@*0->I!=9>>-=0!F-0/6=8!:9/!C;*0!0;-!'+0-/+-0!C*8!8--6+3!
/-3*/,6+3!0;-!=9FE*+IL8!-F*6>!80*0@8!*+,!)2<!E*88W:*6>!/-8@>081!!<9/!-\*FE>-B!*!=9FE*+I!E@A>68;-,!
)2<!;*/,G:*6>!099!899+B!*+,!,6,!+90!/-*>6K-!0;*0!*!>*/3-!*+,!6FE9/0*+0!>6+-!9:!A@86+-88B!C;6=;!
F*6+0*6+-,!*!8-E*/*0-!-F*6>!6+:/*80/@=0@/-B!C*8!+90!*==9@+0-,!:9/1!!(;*0!>6+-!9:!A@86+-88!-\E-/6-+=-,!
>988!9:!-F*6>!8-/76=-!C;-+!89F-!')28!9A-I-,!0;-!;*/,G:*6>!E9>6=I!*+,!/-U-=0-,!*>>!+9+G7*>6,*0-,!)2<1!!
(;68!860@*069+!/-8@>0-,!6+!*!/-E@0*069+!;60!:9/!0;-!=9FE*+IB!*+,!*+!-FA*//*886+3!/-0/-*0!:/9F!0;-6/!
8-+,-/!*@0;-+06=*069+!-::9/01!
!
V@-!09!0;-!6FE>6=*069+8!9:!0;-!*8=/6A-,!-\*FE>-!*A97-B!')28!;*7-!A--+!/->@=0*+0!09!*EE>I!)2<!
E9>6=IB!F*6+>I!A-=*@8-!*!=9FE*+I!F*I!6+,6=*0-!*!:*6>!E9>6=I!C60;9@0!*,-J@*0-!0-806+3B!/-8@>06+3!6+!
7*>6,!F-88*3-8!A-6+3!,/9EE-,!6:!0;-!')2!-+:9/=-8!0;-!:*6>!6+,6=*09/1!!(;-/-:9/-!60!68!7-/I!6FE9/0*+0!09!
=99/,6+*0-!@+6:9/F!,-E>9IF-+0!*+,!09!0-80!0;9/9@3;>I!A-:9/-!F976+3!:/9F!+-@0/*>!Xl*>>[!9/!89:0G:*6>!
Xr*>>[!09!;*/,G:*6>!XG*>>[1!
!
<9/!0;68!/-*89+B!F980!')28!C6>>!+90!9A-I!)2<!E9>6=I1!!(;-I!*/-!=9//-=0!6+!*88@F6+3!0;*0!6:!*!=9FE*+I!
,9-8!+90!E@A>68;!)2<!=9//-=0>I!*+,!-F*6>!68!/-U-=0-,!X*8!68!0;-!=9//-=0!E9>6=I!C60;!;*/,!:*6>[B!0;-+!
0;-6/!=@809F-/8!C6>>!;9>,!0;-!')2!/-8E9+86A>-!:9/!F6886+3!-F*6>1!!`9C-7-/B!60!68!0;-!39*>!9:!F980!
:6+*+=6*>!6+8060@069+8!09!-+=9@/*3-!')28!09!-+:9/=-!:*6>!E9>6=6-8!XG*>>[!6+!9/,-/!09!E/976,-!*!F-=;*+68F!
09!A>9=H!@+*@0;9/6K-,!F-88*3-8!:/9F!*//676+3!*0!=@809F-/!6+A9\-81!!!
!
.99/,6+*0-,!-::9/08!09!6FE/97-!0;-!7*>6,*069+!9:!8@==-88:@>!,-E>9IF-+08!8;9@>,!>-*,!09!)2<!E9>6=I!
-+:9/=-F-+0!0;*0!8@EE9/08!*@09F*06=!,/9EE6+3!:9/!F-88*3-8!0;*0!:*6>!*@0;-+06=*069+1!
&
LHM& 7-<%$6/$)>&81)6$*(+#.$1)6&
&
$H&&& N((3&/16.&;7&#**+(66&$)K().1+4&#)*&'7:&+(01+*6&-3*#.(*&
(;-!F980!6FE9/0*+0!0;6+38!09!=9+86,-/!C;-+!E@A>68;6+3!)2<!/-=9/,8!*/-!0;-!60-F8!*/-!
=97-/-,!6+!'(0.%1)!K5!H()(+$&!91)7%*(+$.%1)7!:1+!2(3&14#().1!!)E-=6*>!*00-+069+!F@80!A-!E*6,!09!0;-!
6+7-+09/I!E/9=-88!:9/!8-+,6+3!;9808B!*8!C->>!*8!0;-!9+396+3!E/9=-88!09!0/*=H!8-+,6+3!;980!'2!
*,,/-88!=;*+3-81!!5!=9FF9+!F680*H-!68!;*76+3!*!8-+,6+3!;980!'2!*,,/-88!=;*+3-!0;*0!68!+90!
@E,*0-,!6+!0;-!)2<!/-=9/,B!-::-=067->I!E@006+3!0;*0!;980!Y9@086,-Z!0;-!>680!9:!*EE/97-,!
8I80-F81!!(;68!860@*069+!C6>>!=*@8-!-F*6>!/-=-67-,!:/9F!0;*0!;980!09!:*6>!*+!)2<!=;-=H1!!'0!68!
6FE9/0*+0!09!-+8@/-!0;*0!C;-+!0;6/,GE*/0I!8-+,-/8!F*H-!*!=;*+3-!09!0;-6/!;980!*,,/-88-8B!
A/6+3!@E!*!+-C!;980B!9/!8;6:0!8-+,6+3!/-8E9+86A6>60I!:/9F!9+-!;980!09!*+90;-/B!0;-I!
=9FF@+6=*0-!0;-!=;*+3-8!C->>!6+!*,7*+=-!89!0;-!)2<!/-=9/,8!=*+!A-!F9,6:6-,!*+,!Ve)!
367-+!-+9@3;!06F-!09!E/9E*3*0-!=;*+3-81!!
!

$$H 7-<%$6/&1)&./(&01++(0.&2^'&6(+K(+&
)6+=-!)2<!>99H@E8!*/-!=9+,@=0-,!97-/!0;-!'+0-/+-0B!60!68!6FE9/0*+0!09!E@A>68;!)2<!/-=9/,8!
9+!Ve)!8-/7-/8!0;*0!*/-!*@0;9/60*067-!:9/!0;-!,9F*6+8!9+!0;-!'+0-/+-01!!(;-8-!*/-!+90!
6+0-/+*>!Ve)!8-/7-/81!!
!

"!#$$%!&'()!*+,!-.-/01! 2*3-!#D!



"#$%&!'()*(+!,-./().%0$.%1)!2(3&14#().!

$$$H \6(&6-<Z*1"#$)6&.1&/(%3&6(>"().#.$1)&
<9/!-*=;!8@AG,9F*6+!0;*0!;*8!*+!5!9/!Tm!/-=9/,!6+!Ve)B!0;-/-!8;9@>,!A-!=9//-8E9+,6+3!
)2<!/-=9/,81!!)60-8!C60;!C6>,=*/,-,!5!9/!Tm!/-=9/,8!8;9@>,!;*7-!=9//-8E9+,6+3!C6>,=*/,-,!
)2<!/-=9/,8!6+!0;-!:9/FQ!
!
* IN TXT "v=spf1 -all" 
!
(;68!80/*0-3I!:608!+6=->I!C60;!Vd'T!E/*=06=-8!9:!=/-*06+3!8-E*/*0-!H-I!E*6/8!*+,!8->-=09/8!:9/!
8@AG,9F*6+8!@8-,!AI!0;6/,GE*/0I!8-+,-/8!*+,!8E-=6*>!=*FE*63+81!
!

$KH !6.#<%$6/&'7:&+(01+*6&91+&)1)Z6()*$)>&*1"#$)6&
.9FE*+6-8!F*I!@8-!9+>I!*!;*+,:@>!9:!,9F*6+8!09!8-+,!-F*6>B!A@0!0;-I!F*I!*>89!9C+!8-7-/*>!
YA/*+,Z!,9F*6+8!:9/!9+>6+-!C-A!E/-8-+=-!9/!F*/H-06+3!0;*0!+-7-/!8-+,!-F*6>1!!2/--FE067->I!
-80*A>68;6+3!Y+@>>Z!)2<!/-=9/,8!:9/!0;98-!,9F*6+8!C6>>!E/-7-+0!:/*@,80-/8!:/9F!:>I6+3!@+,-/!
0;-!/*,*/!AI!@86+3!0;-F!09!8-+,!@+*@0;9/6K-,!8E99:-,!-F*6>1!!<9/!-\*FE>-B!=9+86,-/!0;-!
:9>>9C6+3!0;-!)2<!/-=9/,Q!
!
“v=spf1 –all” 
!
(;68!/-=9/,!6+,6=*0-8!0;*0!0;-!,9F*6+!,9-8!+90!8-+,!*+I!-F*6>B!*+,!*+I!-F*6>!/-=-67-,!C6>>!
A-!:/*@,@>-+01!!.9FE*+6-8!8;9@>,!*>89!A-!8@/-!09!6+=>@,-!0;6/,GE*/0I!,9F*6+!=9+86,-/*069+8!
*8!*EE/9E/6*0-1!
!

KH ;)0%-*(6&#+(&-6(9-%d&<-.&<(&0#+(9-%&?/()&-6$)>&./("&
(;-!)2<!8E-=6:6=*069+!*>>9C8!:9/!0;-!6+=>@869+!9:!*+90;-/!,9F*6+L8!)2<!(m(!*8!*!C*I!9:!
=;*6+6+3!*@0;9/60*067-!/-8E9+86A6>60I1!!O;6>-!0;68!=*+!A-!*!;->E:@>!*,F6+680/*067-!8;9/0=@0B!60!68!
6FE9/0*+0!09!-+8@/-!0;-!,9F*6+!0;*0!68!A-6+3!6+=>@,-,!68!8-0!@E!=9//-=0>I1!!
!
<9/!-\*FE>-B!)2<!>99H@E8!0;*0!=*@8-!F9/-!0;*+!0-+!Ve)!/-J@-808!769>*0-!0;-!)2<!
8E-=6:6=*069+4g1!!)2<!*,9E0-/8!8;9@>,!-+8@/-!0;-6/!)2<!/-=9/,8B!-8E-=6*>>I!C60;!0;-!/-=@/869+!
0;*0!9==@/8!C60;!0;-!@8-!9:!Y6+=>@,-Z!F-=;*+68FB!,9!+90!/-J@6/-!F9/-!0;*+!0-+!Ve)!
/-J@-808!*8!E-/!0;-!)2<!?<.1!
!

K$H 21&)1.&3-<%$6/&/#+*&9#$%&.11&611)&
'0!68!6FE9/0*+0!09!-80*A>68;!)2<!*+,!0-80!@86+3!+-@0/*>!/-=9/,8B!*+,!0;-+!*+*>IK-!0/*::6=!X8--!
'(0.%1)!L5!I(.+%07!$)*!?(31+.%)@!:9/!F9/-!6+:9/F*069+[!09!,-0-/F6+-!6:!0;-/-!*/-!*+I!*@0;9/6K-,!
;9808!0;*0!*/-!8-+,6+3!-F*6>!0;*0!*/-!+90!6+=>@,-,!6+!0;-!)2<!/-=9/,1!!2@A>68;6+3!;*/,!:*6>!
6+,6=*0-8!0;*0!60!68!*==-E0*A>-!:9/!*!/-=-676+3!T(5!09!0*H-!*+!*33/-8867-!*EE/9*=;!09!F*6>!0;*0!
:*6>8!*+!)2<!=;-=HB!6+=>@,6+3!,->-06+3!0;-!9::-+,6+3!F-88*3-81!!
!

K$$H 7-<%$6/&'7:&+(01+*6&91+&c!WJ&)#"(6&
(;-!`MaN!=9FF*+,!68!@8-,!*8!E*/0!9:!0;-!)T(2!E/9=-881!!)2<!>99H@E8!*/-!E-/:9/F-,!9+!
0;-!`MaN!,9F*6+!+*F-!@8-,!6+!0;-!`MaN!=9FF*+,!AI!0;-!T-88*3-!(/*+8:-/!53-+0!
XT(5[!8-+,6+3!0;-!-F*6>B!6+!*,,6069+!09!)2<!>99H@E8!9+!0;-!-F*6>!8-+,-/L8!,9F*6+!+*F-1!!
(;-!`MaN!,9F*6+!+*F-8!8;9@>,!A-!6,-+06:6-,!*+,!)2<!/-=9/,8!E@A>68;-,1!

!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
4g!?<.!cc$i!;00EQWW099>816-0:19/3W;0F>W/:=cc$is8-=069+G4$14!!

"!#$$%!&'()!*+,!-.-/01! 2*3-!#_!

http://tools.ietf.org/html/rfc4408#section-10.1
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)2<!8I+0*\!=9FE9+-+08!*/-!/-:-//-,!09!*8!YF-=;*+68F81Z!!<9/!*!=9FE/-;-+867-!,-8=/6E069+!9:!0;-!
8I+0*\B!/-:-/!09!NE-+)2<19/3L8!F-=;*+68F!,68=@8869+4D1!!<9/!-*=;!,9F*6+W8@AG,9F*6+!-+060I!0;*0!
C6>>!;*7-!*+!)2<!/-=9/,B!*>>!F-=;*+68F8!9:!0;-!8I+0*\!F@80!A-!,-:6+-,!*+,!0/*=H-,!*8!0;-!=9FE*+I!
6FE>-F-+08!)2<!:/9F!0-806+3!E;*8-B!0;/9@3;!+-@0/*>!*+,!89:0G:*6>!E9>6=IB!*+,!:6+*>>I!09!;*/,G:*6>!X6:!
*EE/9E/6*0-[Q!
!

- 29>6=IQ!YtZ!X2*88[!u!YGY!X<*6>[!u!YrZ!X)9:0<*6>[!u!YlZ!Xe-@0/*>[!
!

- *>>Q!(;-!F-=;*+68F!0;*0!6+,6=*0-8!8-0!9:!-F*6>!X*>>!68!,-:*@>0!*+,!9+>I!=;96=-[1!
!

- 6EQ!'2c!9/!'2DB!,-E-+,6+3!9+!'2!*,,/-886+3!+@FA-/6+3!@8-,!:9/!6+,6=*06+3!;980!
*,,/-88-81!!!!!!!T*I!A-!86+3>-!*,,/-88-8!9/!*,,/-88!/*+3-81!

!
- *Q!5>>!0;-!5!/-=9/,8!:9/!,9F*6+!*/-!0-80-,1!!':!0;-!=>6-+0!'2!68!:9@+,!*F9+3!0;-FB!0;68!
F-=;*+68F!F*0=;-81!!':!,9F*6+!68!+90!8E-=6:6-,B!0;-!=@//-+0G,9F*6+8!@8-,1!!(;-!5!
/-=9/,8!;*7-!09!F*0=;!0;-!=>6-+0!'2!-\*=0>IB!@+>-88!*!E/-:6\G>-+30;!68!E/976,-,B!6+!
C;6=;!=*8-!-*=;!'2!*,,/-88!/-0@/+-,!AI!0;-!5!>99H@E!C6>>!A-!-\E*+,-,!09!608!
=9//-8E9+,6+3!.'V?!E/-:6\B!*+,!0;-!=>6-+0!'2!C6>>!A-!89@3;0!C60;6+!0;*0!8@A+-01!

!
- F\Q!V-+90-8!0;-!Tm!/-=9/,!:9/!8E-=6:6-,!,9F*6+!8;9@>,!A-!@8-,B!*>89!=*+!A-!@8-,!
6+!0;-!:9/F!F\W#c!C;-/-!W#c!,-+90-8!*,U*=-+0!*,,/-88!/*+3-!9:!E90-+06*>!8-+,6+3!
;98081!

!
N0;-/!F-=;*+68F8!0;*0!8;9@>,!A-!*796,-,B!9/!C6>>!A-!@8-,!F9/-!/*/->IB!6+=>@,-!E0/QB!-\6808QB!
6+=>@,-pB!*+,!F9,6:6-/8!8@=;!*8!/-,6/-=0!*+,!-\Ep1!
!
LHI& =/(&:1+?#+*$)>&;66-(&
N+-!9:!0;-!F9/-!=9+0/97-/86*>!*8E-=08!9:!)2<!=9+=-/+8!:9/C*/,-,!F*6>1!!)9F-!F*6>!8I80-F8B!F980!
+90*A>I!>680!8-/7-/8B!C6>>!89F-06F-8!=;*+3-!;-*,-/!6+:9/F*069+!*+,!6+,6=*0-!0;*0!0;-I!*/-!8-+,6+3!
F*6>!9+!A-;*>:!9:!0;-!9/636+*>!-+7->9E-!8-+,-/1!!O;-+!0;68!;*EE-+8B!0;-!/-=-676+3!T(5!C6>>!E-/:9/F!
0;-!)2<!=;-=H!*+,!:*6>!0;-!*@0;-+06=*069+!9+!0;-!0-=;+6=*>!3/9@+,8!0;*0!0;-!Y+-CZ!8-+,6+3!T(5!68!
+90!*@0;9/60*067-!:9/!0;-!,9F*6+1!!
!
(;68!C6>>!*>89!A-!*!=9FF9+!9==@//-+=-!C60;!0;98-!C;9!8-0!@E!:9/C*/,6+3!9/!/-,6/-=06+3!:/9F!*!
YE*/H-,Z!-F*6>!*==9@+0!8@=;!*8!*!@+67-/860I!*>@F+6!-F*6>!8I80-F1!!<9/!-\*FE>-B!*!3/*,@*0-!9:!T'(!
C6>>!A-!*>>9C-,!*+!*>@F1F601-,@!-F*6>!*,,/-881!!T*+I!E-9E>-!C6>>!H--E!0;*0!-F*6>!*,,/-88!*+,!8-0!
0;-6/!F*6>!8-006+38!*0!T'(!09!86FE>I!:9/C*/,!*+I!F*6>!,->67-/-,!09!0;-6/!=@//-+0!Y>67-Z!-F*6>!*,,/-881!!
O;-+!*!F-88*3-!68!8-+0!09!0;-FB!60!68!8-+0!:6/80!09!T'(B!C;6=;!0;-+!/-G,->67-/8!60!X*+,!0*H-8!
/-8E9+86A6>60I!:9/!8-+,6+3!60[!*+,!=*@8-8!*+!)2<!=;-=H!09!:*6>!*0!0;-!/-=-676+3!T(51!!
!
N7-/!06F-B!8I80-F!*,F6+680/*09/8!C6>>!6+=/-*86+3>I!@E,*0-!0;-6/!T(58!09!8C60=;!:/9F!:9/C*/,6+3B!
C;-/-!0;-!-+7->9E-!8-+,-/!;-*,-/8!*/-!E/-8-/7-,B!09!/-GF*6>6+31!!(;68!8C60=;!/-J@6/-8!=;*+36+3!0;-!
-+7->9E-!8-+,-/!09!0;*0!9:!0;-!:9/C*/,6+3!8I80-F!XC;6=;!C6>>!E@A>68;!608!9C+!)2<!/-=9/,8[1!!
!
'+!0;-!F-*+06F-B!')28!8;9@>,!0*H-!6+09!=9+86,-/*069+!0;-!F*U9/!8I80-F8!0;*0!8-/7-!*8!:9/C*/,-/8!*+,!
C;60->680!0;-F1!!5,,6069+*>>IB!8-+,-/8!X8@=;!*8!:6+*+=6*>!6+8060@069+8[!8;9@>,!=*/-:@>>I!F9+609/!0-80!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
4D!)2<!?-=9/,!)I+0*\!;00EQWWCCC19E-+8E:19/3W)2<j?-=9/,j)I+0*\!!

"!#$$%!&'()!*+,!-.-/01! 2*3-!#i!

http://en.wikipedia.org/wiki/Classless_Inter-Domain_Routing
http://www.openspf.org/SPF_Record_Syntax


"#$%&!'()*(+!,-./().%0$.%1)!2(3&14#().!

-F*6>!=9/E6!:9/!F-88*3-8!0;*0!:*6>!,@-!09!:9/C*/,6+3!688@-81!!)--!'(0.%1)!FEL!:9/!*!,68=@8869+!9+!@86+3!
)2<!C60;!Vd'T!09!*796,!F-88*3-8!A-6+3!A>9=H-,!,@-!09!:9/C*/,6+3!688@-81!X?-:-/!09!0;-!=11&>%.!:9/!
*,,6069+*>!3@6,->6+-8!9+!0;-!@8-!9:!)2<1[!
!
LHL& 81)6$*(+#.$1)6&1)&O$0+1619.[6&';2:&
)-+,-/'V!X)'V<[4_!E/6F*/6>I!,6::-/8!:/9F!)2<!6+!*!:-C!8I+0*=06=*>!C*I81!!'0!9::-/8!89F-!F6+9/!
:>-\6A6>60I!6+!F-=;*+68F!,-863+*069+!*+,!68!/-:-/-+=-,!*8!8E:#1$!6+!0;-!(m(!+9F-+=>*0@/-1!!(;-!
E/6F*/I!A-+-:60B!*==9/,6+3!09!)-+,-/'V!E/9E9+-+08B!68!0;-!*,,6069+!9:!0;-!2@/E9/0-,!?-8E9+86A>-!
5,,/-88!X2?5[!=;-=H1!!
!
(;-!8E:#1$WE/*!*>>9C8!:9/!E9>6=6-8!=;-=H-,!9+>I!C60;!0;-!2?5!6,-+060I1!!(;-!2?5!68!,-/67-,!76*!*+!
-7*>@*069+!9:!:9@/!F*6>!;-*,-/!:6->,8Q!</9FB!)-+,-/B!?-8-+0G</9FB!*+,!?-8-+0G)-+,-/1!!5+!*>39/60;F!
XE*0-+0-,!AI!T6=/989:0[!,-/67-8!*!2?5!*,,/-88!*+,!*>>9C8!:9/!,-*>6+3!C60;!*,,/-88-8!6+!0;-!;-*,-/!
8-+,-/!*,,/-88!:6->,!X0;-!:6->,!@8-,!AI!Tb58!09!E/-8-+0!</9F!6+:9/F*069+[1!!(;-!80*0-,!A-+-:60!68!
0;*0!2?5!=*+!A-!,-/67-,!76*!>936=!*>39/60;F!-7-+!0;/9@3;!F-88*3-!:9/C*/,6+3B!C;6>-!*+!)2<!=;-=H!
C6>>!80*+,!*!3/-*0-/!=;*+=-!9:!E*886+3!9+!*!>-3606F*0-!-F*6>!F-88*3-1!!
!
)9F-!F-88*3-!8I80-F8B!6+=>@,6+3!T6=/989:0L8!T)e!*+,!`90F*6>B!=>*6F!3/-*0!8@==-88!C60;!@86+3!
)-+,-/!'V!*+,!0;-!2?5!=;-=H!09!/-,@=-!:*>8-!E986067-8!9+!:/*@,@>-+0!-F*6>1!!'+!E/*=06=-B!T6=/989:0!
68!=@//-+0>I!0;-!9+>I!F*U9/!')2!09!8@EE9/0!)-+,-/1!!M*=;!9/3*+6K*069+!8;9@>,!/-76-C!0;-!E/98!*+,!
=9+8!9:!)'V<!*+,!,-0-/F6+-!C;-0;-/!09!8@EE9/0!601!!<9/!*>>!E/*=06=*>!E@/E98-8B!8I80-F8!0;*0!8@EE9/0!
)'V<!C6>>!*>89!8@EE9/0!)2<!41$B!89!=9FE*+6-8!0;*0!,9!+90!E@A>68;!8E:#1$!/-=9/,8!C6>>!+90!+-=-88*/6>I!
U-9E*/,6K-!0;-!>-3606F*=I!9:!0;-6/!-F*6>1!&
!
LHS& 81)6$*(+#.$1)6&91+&./(&@1$).&\6(&19&'7:&#)*&2N;O&
.9FE*+6-8!0;*0!,-=6,-!09!6FE>-F-+0!A90;!)2<!*+,!Vd'T!C6>>!:6+,!F*+I!*/-*8!9:!97-/>*E!6+!0;-!
9/3*+6K*069+*>!E/-E*/*069+!0;*0!F@80!9==@/1!!(;-!*/-*8!9@0>6+-,!6+!'(0.%1)!K5!H()(+$&!91)7%*(+$.%1)7!:1+!
2(3&14#().B!6+=>@,6+3!,9F*6+!6+7-+09/IB!=9FF@+6=*069+!C60;!*>>!/->-7*+0!3/9@E8B!*+,!,-*>6+3!C60;!
0;6/,GE*/0I!8-+,-/8B!*EE>I!09!A90;!Vd'T!*+,!)2<1!!`9C-7-/B!0;-!0-=;+6=*>!6FE>-F-+0*069+!9:!-*=;!
68!@+6J@-!*+,!F@80!A-!*EE/9*=;-,!*EE/9E/6*0->I!367-+!0;*0!E/909=9>L8!8E-=6:6=!/-J@6/-F-+081!
!
$H ;"3%("().#.$1)&.+#*(1996&

M*=;!E/909=9>!E/976,-8!608!9C+!8-0!9:!A-+-:608!*+,!,/*CA*=H81!!O60;!)2<B!=9FE*+6-8!C6>>!
;*7-!09!F*+*3-!0;-!F-88*3-!:9/C*/,6+3!688@-!*+,!/68H!9:!:*>8-!E986067-8!:/9F!F*6>6+3!>6808!
*+,!90;-/!:9/C*/,-/81!!O60;!Vd'TB!=9FE*+6-8!C6>>!;*7-!09!F9+609/!:9/!E/9A>-F8!C60;!
T(58B!8@=;!*8!Y>-*H6+3Z!F-88*3-8!X61-1B!0;-!T(5!68!+90!863+6+3!*>>!608!F-88*3-8[1!!'+!-60;-/!
=*8-B!0;-/-!68!0;-!E90-+06*>!:9/!:*>8-!E986067-8!*+,!E9886A>I!:9/!:*>8-!+-3*067-81!

!
$$H 81"<$)(*&2N;OR'7:&-6(&<()(9$.6&

.9FE*+6-8!0;*0!@8-!A90;!)2<!*+,!Vd'T!=*+!F6063*0-!F*+I!9:!0;-!E-/6>8!6+;-/-+0!6+!@86+3!
-60;-/!E/909=9>!*>9+-1!!<9/!-\*FE>-B!F-88*3-8!:/9F!*!>-*H6+3!T(5!0;*0!YA/-*H8Z!0;-!Vd'T!
*@0;-+06=*069+!E/9=-88!:9/!0;98-!F-88*3-8!=*+!806>>!A-!*@0;-+06=*0-,!76*!)2<B!*88@F6+3!0;-!
)2<!/-=9/,!;*8!A--+!*EE/9E/6*0->I!E@A>68;-,1!!a6H-C68-B!*!:9/C*/,-,!F-88*3-!0;*0!:*6>8!)2<!
*@0;-+06=*069+!=*+!806>>!A-!*EE/9E/6*0->I!*@0;-+06=*0-,!@86+3!Vd'T1!!(;-!=9FA6+-,!@8-!9:!
0;-!0C9!E/909=9>8!/-,@=-8!0;-!+@FA-/!9:!:*>8-!E986067-8!*+,!=*+!6+=/-*8-!0;-!/-=-676+3!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
4_!)-+,-/'V!;00EQWWCCC1F6=/989:01=9FWF8=9/EW8*:-0IW0-=;+9>936-8W8-+,-/6,W,-:*@>01F8E\!!

"!#$$%!&'()!*+,!-.-/01! 2*3-!#%!

http://www.microsoft.com/mscorp/safety/technologies/senderid/default.mspx


"#$%&!'()*(+!,-./().%0$.%1)!2(3&14#().!

+-0C9/HL8!=9+:6,-+=-!6+!*@0;-+06=*069+B!09!0;-!E96+0!9:!A-6+3!C6>>6+3!09!80*/0!A>9=H6+3!
F-88*3-8!0;*0!:*6>!A90;!*@0;-+06=*069+!E/9=-88-81!!!!
!
e90-!0;*0!:9/!0;-8-!A-+-:608!09!*==/@-B!0;-!/-=-676+3!+-0C9/H!F@80!*EE/97-!F-88*3-8!0;*0!
E*88!-60;-/!Vd'T!9/!)2<!X9/!A90;[B!*+,!9+>I!:*6>!*!F-88*3-!6:!60!:*6>8!A90;!*@0;-+06=*069+!
E/9=-88-81!!(;-!-\E-/6-+=-8!9:!=9FE*+6-8!*+,!')28!C;9!;*7-!A-3@+!09!6FE>-F-+0!A90;!
E/909=9>8!8@33-80!0;*0!0;68!80/*0-3I!68!>6H->I!09!/-8@>0!6+!0;-!>-*80!+@FA-/!9:!-//9/81!!(;68!
*EE/9*=;!*>89!-+*A>-8!=9FE*+6-8!09!C9/H!F9/-!:>-\6A>I!C60;!0;6/,GE*/0I!8-+,-/8B!C;9!+--,!
6FE>-F-+0!9+>I!9+-!9:!0;-!0C9!E/909=9>8!09!A-!*A>-!09!8-+,!F-88*3-8!X*>0;9@3;!0;6/,GE*/0I!
8-+,-/8!8;9@>,!@>06F*0->I!8@EE9/0!A90;!E/909=9>8[1!!'+!*,,6069+B!0;68!80/*0-3I!-+*A>-8!
=9FE*+6-8!09!;*7-!0;-6/!F-88*3-8!*@0;-+06=*0-,!*0!')28!0;*0!9+>I!8@EE9/0!9+-!9:!0;-!0C9!
E/909=9>8B!*8!')2!8@EE9/0!9:!A90;!E/909=9>8!68!+90!=@//-+0>I!*7*6>*A>-!6+!F*+I!=*8-81!!')28!
09,*I!;*7-!+90!I-0!6FE>-F-+0-,!A>9=H6+3W:*6>@/-!A*8-,!9+!*@0;-+06=*069+!/-8@>081!!)9F-!
6FE/97-,!E9>6=I!=*E*A6>606-8!F*I!A-!/-J@6/-,!*0!')28!09!8@EE9/0!0;-!F980!A-+-:6=6*>!,@*>G
:*6>@/-!F9,->!:9/!=9FE*+6-81!
!

O;6>-!0;-!/-=9FF-+,*069+!9:!0;68!E*E-/!68!:9/!=9FE*+6-8!09!6FE>-F-+0!A90;!E/909=9>8!XVd'T!*+,!
)2<[B!60!68!/-=93+6K-,!0;*0!89F-!=9FE*+6-8!F*I!;*7-!>6F60-,!/-89@/=-8!:9/!0;68!6+606*067-!*+,!F@80!
,-=6,-!C;*0!E/909=9>!09!6FE>-F-+0!:6/801!!'+!0;*0!=*8-B!0;-!=9FE*+I!8;9@>,!0*H-!6+09!*==9@+0!8-7-/*>!
0/*,-9::8!:9/!0;-!6FE>-F-+0*069+!9:!-*=;!6+!608!,-=6869+1!!'+!89F-!=*8-8B!6FE>-F-+06+3!Vd'T!:6/80!
F*H-8!8-+8-!*8!60!*796,8!*!+@FA-/!9:!:*>8-!E986067-!/68H8!*889=6*0-,!C60;!)2<!*+,!0;@8!-+8@/-8!0;-!
;63;-80!/*0-!9:!*==@/*=I!:9/!*@0;-+06=*069+1!!`9C-7-/B!60!8;9@>,!A-!+90-,!0;*0!Vd'T!68!9E-/*069+*>>I!
F9/-!=9FE>-\!09!6FE>-F-+0!0;*+!)2<!*+,!0;@8!0;-!=9FE*+IL8!0-=;+6=*>!-\E-/068-!*+,!*7*6>*A>-!
/-89@/=-8!8;9@>,!A-!0*H-+!6+09!=9+86,-/*069+1!!Vd'T!/-J@6/-8!*!F@=;!A/9*,-/!/*+3-!9:!0-806+3!0;*+!
)2<B!86+=-!)2<!9+>I!/-J@6/-8!Ve)!0-806+3B!*+,!Vd'T!=*+!;*7-!*!;63;!:*>8-!E986067-!/*0-!6:!F-88*3-8!
*/-!+90!A-6+3!863+-,!=9//-=0>I1!!2>-*8-!8--!*!8@FF*/I!9:!0;-8-!688@-8!6+!0;-!:9>>9C6+3!0*A>-1!!!
!
'+!*,,6069+B!=9FE*+6-8!=9+86,-/6+3!6FE>-F-+0*069+!8;9@>,!/-76-C!0;-!=@//-+0!/->*067-!>-7->8!9:!
8@EE9/0!:9/!Vd'T!*+,!)2<!AI!0;-!')28!0;*0!*/-!F980!/-E/-8-+0-,!6+!0;-6/!=@809F-/!A*8-1!!!
!
=+#*(1996&19&'7:&#)*&2N;O&2(3%14"().&
! ,*K#).#>(6& 2$6#*K#).#>(6&

2N;O&
J)%4&

! )@EE9/0-,!AI!F*U9/!')28!!
X-\=>@,6+3!T6=/989:0[!

! )63+*0@/-!80*I8!C60;!F-88*3-!97-/!
F@>06E>-!;9E8!

! n*>6,*0-8!F-88*3-!=9+0-+0!*8!C->>!
*8!E*0;!

! NE-/*069+*>>I!=9FE>-\!09!
6FE>-F-+0!*+,!0-80!

! <*>8-!E986067-!/68H!,@-!09!F-88*3-!
863+6+3!-//9/8!9/!>-*H*3-!

'7:&J)%4&
! N+>I!/-J@6/-8!Ve)GA*8-,!0-806+3S!
+9!*,,6069+*>!89:0C*/-!/-J@6/-,!

! '+=/-*8-,!:*>8-!E986067-!/68H!,@-!09!
E*0;GA*8-,!*@0;-+06=*069+!
A/-*H6+3!9+!F-88*3-!:9/C*/,6+3!

81"<$)(*&
2N;O&e&
'7:&

! 5>>!*,7*+0*3-8!9:!2M<I!N)&4!
6FE>-F-+0*069+!

! T6+6F6K-8!:*>8-!E986067-!/*0-!
X*88@F6+3!/-=-67-/!+-0C9/H!
/-J@6/-8!9+>I!9+-!E/909=9>!09!E*88[!

! ?-J@6/-8!*,,6069+*>!/-89@/=-8!09!
6FE>-F-+0!A90;!E/909=9>8!

"!#$$%!&'()!*+,!-.-/01! 2*3-!^$!



"#$%&!'()*(+!,-./().%0$.%1)!2(3&14#().!

SH O(.+$06&#)*&T(31+.$)>&
<9/!-::-=067-!,-E>9IF-+0!*+,!@8-!9:!*@0;-+06=*069+B!60!68!6FE9/0*+0!09!3*0;-/!,*0*!9+!*@0;-+06=*069+!
/-8@>08!*+,!-F*6>!,68E986069+!9@0=9F-81!!(9,*IB!;9C-7-/B!0;-/-!*/-!:@+,*F-+0*>!>6F60*069+8!09!0;-!
,*0*!*7*6>*A>-B!89!60!68!6FE9/0*+0!09!>-7-/*3-!0;98-!=*E*A6>606-8!0;*0!*/-!E9886A>-1!
!
SHG& '$>)$)>&_#%$*$.4&
.9FE*+6-8!F*I!@8-!0-80!*==9@+08!09!,-0-/F6+-!0;-!7*>6,60I!9:!)2<!*+,!Vd'T!863+6+31!!M+,G@8-/!
0-80!*==9@+08!=*+!A-!8-0!@E!*=/988!F@>06E>-!')2!8I80-F8!09!-80*A>68;!*!76-C!6+09!;9C!0;98-!')28!*/-!
E/-8-+06+3!0;-!F-88*3-81!!
!
!K#%-#.$)>&1-.01"(6&

! '0!68!3-+-/*>>I!/-=9FF-+,-,!0;*0!*0!>-*80!0C9!0-80!*==9@+08!*/-!8-0!@E!*0!-*=;!')21!!!

! '+!F980!=*8-8B!0;-!7*>6,60I!9:!0;-!Vd'T!=;-=H!=*+!A-!,-0-/F6+-,!AI!-\*F6+*069+!9:!0;-!
;-*,-/!9:!0;-!F-88*3-!X0;68!68!,6::6=@>0!09!*@09F*0-!A-=*@8-!-*=;!')2!@8-8!*!,6::-/-+0!
,-863+*069+[1!!

! '+!89F-!=*8-8B!60!68!E9886A>-!09!6+:-/!0;-!97-/*>>!,68E986069+!9:!*!F-88*3-!A*8-,!9+!0;-!
;-@/6806=8!8=9/6+3!:9/!0;-!')28!-F*6>!;I36-+-!E/9=-88!X*EE/9\6F*069+!A*8-,!9+!/-E@0*069+[1!!

! (/-+,8!=*+!A-!=/-*0-,!*+,!*+*>IK-,!97-/!06F-!09!*EE/9\6F*0-!0;-!-::6=*=I!9:!*@0;-+06=*069+!
:9/!F-88*3-8!,->67-/-,!09!0;-!')2!0;*0!68!;9806+3!0;-!0-80!*==9@+01!

!
2+#?<#0E6&

! b86+3!0-80!*==9@+08!C6>>!+90!/-8@>0!6+!=9FE>-0-!=97-/*3-!9:!0;-!=9FE*+IL8!8-+,6+3!@+67-/8-!
*8!60!C6>>!+90!A-!E9886A>-!09!=97-/!-7-/I!E9886A>-!/-=-67-/S!=9/E9/*0-!*==9@+08B!6+!E*/06=@>*/B!
C6>>!+90!*>>9C!0-80!*==9@+081!!

! M7-/I!')2!8I80-F!68!,6::-/-+0!*+,!=*+!=;*+3-!C60;9@0!+906=-1!!)6+=-!0;68!68!*!F*+@*>!
E/9=-,@/-B!60!/-J@6/-8!*!3/-*0!,-*>!9:!*,F6+680/*069+!09!F*6+0*6+!0-80!*==9@+08!*=/988!F@>06E>-!
')28!C60;!-F*6>!F-88*3-8!396+3!6+!:/9F!F@>06E>-!8I80-F8!*+,!0;6/,!E*/06-81!!

! ')28!F*I!,/9E!F-88*3-8!:9/!/-*89+8!@+/->*0-,!09!0;-!*@0;-+06=*069+!E/909=9>8B!89!60!68!
,6::6=@>0!09!H+9C!C;*0!;*EE-+-,!09!F-88*3-8!0;*0!,9!+90!*EE-*/!6+!0;-!0-80!*==9@+081!!O;-/-!
E9886A>-B!60!68!/-=9FF-+,-,!0;*0!0;-!/-=-676+3!+-0C9/H8!C;60->680!0;-!8-+,-/8!6+!9/,-/!09!
*796,!0;-8-!688@-8!09!F6+6F6K-!:*>8-!E986067-!/68H1!

! '0!68!*>89!*,F6+680/*067->I!,6::6=@>0!09!;*7-!0;6/,GE*/0I!8-+,-/8!/9@06+->I!8-+,!-F*6>!6+09!0-80!
*==9@+08!:9/!*+*>I8681!

! (;-/-!68!+9!C*I!09!,-0-=0!+9+GE*/06=6E*06+3!0;6/,GE*/0I!9/!6+0-/+*>!8I80-F81!

! O60;9@0!8E-=6*>!/->*069+8;6E8!C60;!0;-!')2!9/!C60;!0;6/,GE*/0I!,*0*!E/976,-/8B!60!=*+!A-!
,6::6=@>0!09!H+9C!C;*0!;*EE-+-,!09!F-88*3-8!*0!0;-!')21!

!
N7-/*>>B!0;68!E/9=-,@/-!68!/-=9FF-+,-,!09,*I!*8!0;-!A-80!*7*6>*A>-!*EE/9*=;B!A@0!60!68!F*+@*>>I!>*A9/!
6+0-+867-B!,6::6=@>0!09!*@09F*0-B!*+,!:/-J@-+0>I!8@AU-=0!09!=;*+3-1!

!
SHA& F#./(+$)>&'3119$)>&2#.#&&
V*0*!9+!0;-!9/636+8!9:!8E99:!0/*::6=!68!=9+0*6+-,!6+!0;-!)T(2!6+0-/*=069+8!*+,!-F*6>!F-88*3-8!:/9F!
8-+,-/81!!(9,*I!0;-/-!*/-!*!8-7-/*>!E980G:*=09!F-0;9,8!9:!3*0;-/6+3!6+:9/F*069+Q!
!

! 5+*>I868!9:!=@809F-/!:--,A*=HQ!)9F-!=@809F-/8!C;9!/-=-67-!8@8E6=69@8!-F*6>8!:9/C*/,!
0;-F!09!/->-7*+0!8@EE9/0!*,,/-88-8!*0!6+8060@069+8!9/!')281!!.9FE*+6-8!F*I!C68;!09!=/-*0-!*+!
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*A@8-!F*6>A9\!X:9/!-\*FE>-B!3/%7/O(G$#3&(P$)>E01#[!:9/!0;-!/-=-6E0!9:!-F*6>81!!(;-8-!-F*6>8!
=*+!A-!E/9=-88-,!:9/!,*0*!9+!E;68;6+3!860-8B!8E99:6+3!,9F*6+8!*+,!'28B!*+,!89F-!
6+:9/F*069+!9+!6+0-/+*>!8I80-F8!0;*0!*/-!+90!8-+,6+3!-F*6>!=9//-=0>I1!!(;68!F-0;9,!68!
,68*,7*+0*3-9@8!*8!*!E/6F*/I!89@/=-!9:!,*0*!86+=-!*>>9C8!8E99:!0/*::6=!09!/-*=;!-+,G/-=6E6-+08!
E/69/!09!,-0-=069+B!*+,!/->6-8!9+!-+,G/-=6E6-+08L!*A6>60I!09!6,-+06:I!8@8E6=69@8!0/*::6=!*+,!0;-6/!
/->6*A6>60I!6+!/-E9/06+3!60!*==@/*0->I1!

! `9+-IE908Q!`9+-IE908!=*+!A-!-80*A>68;-,!09!,/*C!E;68;6+3!*+,!8E99:6+3!0/*::6=!:9/!
,-0-=069+1!

! (;6/,GE*/0I!,*0*!E;68;6+3!8-/76=-8Q!5!+@FA-/!9:!0;6/,GE*/0I!8-/76=-8!=9>>*0-!,*0*!:/9F!
7*/69@8!89@/=-8!09!,-0-=0!E;68;6+3!0/*::6=!*=/988!0;-!'+0-/+-01!

!
5>>!9:!0;-8-!F-0;9,8!,-0-=0!8E99:6+3!*:0-/!60!;*8!9==@//-,!*0!89F-!,-806+*069+8B!A@0!60!68!
/-=9FF-+,-,!0;*0!6+8060@069+8!8@EE9/0!*>>!9:!0;-F1!
!
SHM& 2(6$+#<%(&:-.-+(&2#.#&
<9/!*==@/*0-B!06F->IB!3/*+@>*/!*+*>I868!9:!*@0;-+06=*069+!*+,!,->67-/IB!0;-!:9>>9C6+3!*,,6069+*>!,*0*!
:/9F!/-=-67-/8!68!,-86/*A>-1!
!

! e@FA-/!9:!F-88*3-8!0;*0!*//67-,!*0!-*=;!')2W/-=-67-/!:9/!8E-=6:6-,!,9F*6+8!

! e@FA-/!9:!F-88*3-8!0;*0!*/-!@+*@0;9/6K-,!8E99:!:9/!8E-=6:6-,!,9F*6+8!

! N/636+!9:!@+*@0;9/6K-,!8E99:!F-88*3-8!

! &/-*H,9C+!9:!F-88*3-8!:/9F!*@0;9/6K-,!89@/=-8!*+,!0;-6/!9/636+8!

! 2-/=-+0*3-!/-E/-8-+0*069+!9:!0;-!,68E986069+!9:!F-88*3-8!6+!-*=;!3/9@E!:9/!-*=;!8E-=6:6-,!
,9F*6+!XC;*0!;*EE-+-,!09!0;-!F-88*3-8[!

! <9/!F-88*3-8!0;*0!:*6>!*@0;-+06=*069+B!3/*+@>*/!/-8@>08!XC;I!C-/-!0;-I!=>*886:6-,!0;*0!C*I[!

! .9+8680-+0!*+,!+9/F*>6K-,!80*+,*/,8!*+,!80*06806=*>!E/-8-+0*069+!*=/988!')28W/-=-67-/8!
!
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F%166#+4&
!
,00+(*$.#.$1)V!h@*>6:6=*069+!9:!*+!9/3*+6K*069+B!A@86+-88!@+60B!9/!,9F*6+!*8!->636A>-!09!=-/06:I!
F-88*3-81!!)@=;!J@*>6:6=*069+!F*I!6+=>@,-!7-/6:6=*069+!9:!,9F*6+!9C+-/8;6EB!8-+,6+3!E/*=06=-8!*+,!
8-=@/60I!E/*=06=-81!!)-7-/*>!0;6/,GE*/0I!8-/76=-8!E/976,-!*==/-,60*069+!8-/76=-8!09!-F*6>1!
!
,-./().$0#.$1)V!5@0;-+06=*069+!E/909=9>8!8@=;!*8!Vd'T!*+,!)2<!E/976,-!*!F-=;*+68F!09!
,-0-/F6+-!C;-0;-/!*!F-88*3-!68!:/9F!0;-!8-+,-/!0;*0!0;-!F-88*3-!E@/E9/08!09!A-!:/9FB!A*8-,!9+!
6+:9/F*069+!6+!608!;-*,-/!9/!9/636+!E*0;1!
&
8#)1)$0#%$]#.$1)V!P-+-/*>>I!8E-*H6+3B!*!E/9=-88!:9/!=9+7-/06+3!,*0*!0;*0!;*8!F9/-!0;*+!9+-!
E9886A>-!/-E/-8-+0*069+!6+09!*!Y80*+,*/,Z!=*+9+6=*>!/-E/-8-+0*069+1!!(;68!=*+!A-!,9+-!09!=9FE*/-!
,6::-/-+0!/-E/-8-+0*069+8!:9/!-J@67*>-+=-B!09!=9@+0!0;-!+@FA-/!9:!,6806+=0!,*0*!80/@=0@/-8B!09!6FE/97-!
0;-!-::6=6-+=I!9:!7*/69@8!*>39/60;F8!AI!->6F6+*06+3!/-E-*0-,!=*>=@>*069+8B!9/!09!F*H-!60!E9886A>-!09!
6FE98-!*!F-*+6+3:@>!89/06+3!9/,-/1!!'+!Vd'TB!=*+9+6=*>6K*069+!68!@8-,!09!;*+,>-!E90-+06*>!+9+G
F*>6=69@8!F9,6:6=*069+8!9:!-F*6>!6+!0/*+860!AI!6+0-/F-,6*/I!F*6>!8-/7-/8!*+,!/->*I!8I80-F81!!Vd'T!
8@EE9/08!0C9!=*+9+6=*>6K*069+!*>39/60;F8B!+(&$G(*!*+,!7%#3&(B!=;98-+!AI!0;-!8-+,-/!09!8@EE9/0!0;-6/!
/-J@6/-F-+081!!(;-!+(&$G(*!*>39/60;F!=*+!09>-/*0-!89F-!F9,6:6=*069+8!09!0;-!F-88*3-!6+!0/*+860!*+,!
806>>!E*88!*@0;-+06=*069+B!;*+,>6+3!F980!F6+9/B!+9+GF*>6=69@8!=;*+3-8!09!0;-!F-88*3-1!!(;-!7%#3&(!
*>39/60;F!09>-/*0-8!*>F980!+9!=;*+3-8!09!0;-!F-88*3-!:9/!;63;>I!=;*+3-G8-+86067-!,-E>9IF-+081!!
M*=;!9/3*+6K*069+!C6>>!+--,!09!,-0-/F6+-!C;6=;!*>39/60;F!C9/H8!A-80!6+!0;-6/!-+76/9+F-+0S!6+!
E/*=06=-B!+(&$G(*!68!F9/-!=9FF9+!,@-!09!0;-!6+09>-/*+=-!9:!7%#3&(1!
!
8(+.$9$0#.$1)V!5!E/9=-88!0;*0!7-/6:6-8!*+,!*00-808!09!0;-!8*:-0I!*+,!7*>6,60I!9:!*+!-F*6>!F-88*3-B!
0IE6=*>>I!@86+3!9+-!9/!F9/-!*@0;-+06=*069+!E/909=9>8!>6H-!Vd'T!9/!)2<1!
&
2(%(>#.$1)V!5>89!H+9C+!*8!Y*@0;9/6K-,!8E99:6+3BZ!,->-3*069+!9==@/8!C;-+!*!=9FE*+I!*@0;9/6K-8!
0;-!0;6/,!E*/0I!09!@8-!608!,9F*6+!+*F-!09!8-+,!-F*6>!X-131B!9@089@/=-,!F*/H-06+3!9/!0/*+8*=069+*>!
-F*6>!8-+0!AI!-F*6>!8-/76=-!E/976,-/8[1!!!
!
21"#$)N(46&;*().$9$(*&O#$%&P2N;OQV!5+!-F*6>!*@0;-+06=*069+!E/909=9>!0;*0!-+*A>-8!0;-!8-+,-/!
09!@8-!E@A>6=GH-I!=/IE093/*E;I!09!863+!9@0396+3!-F*6>8!6+!*!F*++-/!0;*0!=*+!A-!7-/6:6-,!AI!0;-!
/-=-67-/1!!(;-!Vd'T!8E-=6:6=*069+!68!A*8-,!9+!0;-!E/69/!E/909=9>8!V9F*6+!d-I8!*+,!',-+06:6-,!
'+0-/+-0!T*6>1!!Vd'T!68!,-:6+-,!6+!?<.!ci_41!
&
!)K(%13(&'()*(+&,**+(66V!)9F-06F-8!=*>>-,!0;-!Y?-0@/+G2*0;1Z!!'0!68!@8-,!,@/6+3!)T(2!0/*+8E9/0!
9:!*!F-88*3-!X,@/6+3!0;-!6+606*>!)T(2!;*+,8;*H-!=9+7-/8*069+[!09!,->6+-*0-!0;-!*,,/-88!09!C;6=;!*!
F-88*3-!8;9@>,!A-!/-0@/+-,!6+!0;-!=*8-!9:!*!,->67-/I!:*6>@/-1!!(;68!*,,/-88!68!+90!@8@*>>I!,68E>*I-,!AI!
0;-!Tb5!09!0;-!/-=6E6-+01!!
!
:#%6(&716$.$K(V!'+!0;68!=9+0-\0B!*!:$&7(!317%.%Q(!/-:-/8!09!*!>-3606F*0-!F-88*3-!X9+-!0;*0!68!:/9F!0;-!
8-+,-/!0;*0!60!E@/E9/08!09!A-!:/9F!*+,!@+*,@>0-/*0-,!6+!0/*+860[!0;*0!68!F*/H-,!*8!8E*F!9/!E;68;!AI!
*+!')21!
&
c(#*(+&'()*(+&,**+(66V!)9F-06F-8!=*>>-,!0;-!Y)-+,-/BZ!Y</9F!e*F-Z!9/!Y</6-+,>I!</9FZ!
*,,/-88B!68!3-+-/*>>I!,68E>*I-,!AI!0;-!Tb5!09!0;-!/-=6E6-+0B!*+,!68!@8@*>>I!*+!Y-*86-/Z!*+,!F9/-!
/-=93+6K*A>-!,-863+*069+!09!/-*,!AI!0;-!F-88*3-!/-=6E6-+01!&
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&
O(66#>(&=+#)69(+&,>().&PO=,QV!5+I!8I80-F!/@++6+3!)T(2!/9@06+3!89:0C*/-!0;*0!=*+!0*H-!*!
F-88*3-B!E/9=-88!60B!>99H!@E!,-806+*069+!6+:9/F*069+!6+!Ve)!X9/!90;-/!/9@06+3!0*A>-[B!*+,!,->67-/!09!
0;-!6+0-+,-,!/-=-676+3!8I80-F1!!T(58!*/-!0IE6=*>>I!8-/7-/!*EE>6=*069+8!8@=;!*8!)-+,F*6>B!T6=/989:0!
M\=;*+3-B!2980:6\B!a90@8!V9F6+9B!-0=1!!
&
O(66#>(&\6(+&,>().&PO\,QV!(IE6=*>>I!/-:-/8!09!*+I!=9FE@0-/!*EE>6=*069+!0;*0!E/976,-8!*+!
6+0-/:*=-!09!*!E-/89+!C;9!C6>>!/-*,!9/!8-+,!-F*6>1!!(;-8-!F*I!A-!Y:*0Z!=>6-+08!8@=;!*8!N@0>99H!*+,!
a90@8!e90-8B!9/!Y0;6+Z!=>6-+08!8@=;!*8!C-A!*EE>6=*069+8B!o*;99v!T*6>B!5NaB!PF*6>B!-0=1!!
&
7/$6/$)>V!b+*@0;9/6K-,!8E99:6+3!E-/:9/F-,!C60;!0;-!E@/E98-!09!0/6=H!0;-!/-=6E6-+0!6+09!,68=>986+3!
E-/89+*>!6+:9/F*069+B!768606+3!*!F*>6=69@8!C-A860-!9/!,9C+>9*,6+3!F*>C*/-!09!0;-6/!=9FE@0-/!89!
=/6F6+*>8!F*I!9A0*6+!*==-88!09!0;-!76=06FL8!:6+*+=6*>!*==9@+081!!
!
T(3-.#.$1)&'(+K$0(6V!)-/76=-8!0;*0!/*+H!9/!8=9/-!0;-!/68H!0;*0!*!8-+,-/!68!8-+,6+3!7*>6,B!E-/F68869+G
A*8-,!-F*6>!0;*0!68!,-86/-,!AI!/-=-67-/8B!A*8-,!9+!89F-!=9FA6+*069+!9:!E*80!E-/:9/F*+=-!9:!*!
8-+,-/B!8@=;!*8!=9FE>*6+08B!8E*F!,-863+*069+B!A9@+=-!/*0-8!*+,!90;-/!,->67-/I!9@0=9F-8S!
=;*/*=0-/6806=8!9:!,9F*6+8!9/!'2!*,,/-88-8S!9/!*+*>I868!9:!=9+0-+0!9/!90;-/!:*=09/81!!.9FE*+6-8!0;*0!
E/976,-!0;-8-!8-/76=-8!6+=>@,-!(/-+,!T6=/9!*+,!'/9+29/01!
&
'(%(0.1+V!5!F-=;*+68F!@8-,!AI!0;-!Vd'T!E/909=9>!09!8@EE9/0!F@>06E>-!=9+=@//-+0!E@A>6=!H-I8!:9/!
*!367-+!863+6+3!,9F*6+1!!5!8->-=09/!=*+!6+,6=*0-!*!,*0-B!E>*=-B!9/!90;-/!6,-+06:I6+3!6+:9/F*069+B!*+,!
=*+!=9+0*6+!E-/69,8S!-\*FE>-8!6+=>@,-!F*/=;$%1F*/H-06+318@A86,6*/IA*+H!*+,!:-A/@*/I#$$i1!!(;-!
/-=9FF-+,-,!:9/F*0!9:!8->-=09/8!68!,*0-1E@/E98-1*,F6+1!!T9/-!6+:9/F*069+!68!*7*6>*A>-!6+!0;-!
Vd'T!?<.!ci_41!
&
'()*(+&71%$04&:+#"(?1+E&P'7:QV!)2<!68!*!E*0;GA*8-,!-F*6>!*@0;-+06=*069+!E/909=9>!0;*0!*>>9C8!
-F*6>!/-=-67-/8!09!,-0-/F6+-!6:!0;-!8-+,-/!68!*@0;9/6K-,!09!@8-!0;-!,9F*6+8!6+!0;-!F-88*3-L8!;-*,-/!
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=*+!A-!6FE>-F-+0-,!:6/80!X9/!6+!E*/*>>->B!,-E-+,6+3!9+!0;-!=9FE*+IL8!*7*6>*A>-!/-89@/=-8[1!!M60;-/!
C*IB!0;-/-!68!*!863+6:6=*+0!*F9@+0!9:!97-/>*EE6+3!E/-GC9/H!09!A-!=9FE>-0-,!6+!E/-E*/*069+!:9/!-60;-/!
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ID 
Task Name Predecessors 

Duration 
(Days) Start Finish 

1 Sender Authentication Project Plan   404 10/31/2008 5/19/2010

2  Pre-Work   45 10/31/2008 1/1/2009 

3   Open project   1 10/31/2008 10/31/2008

4   Create business requirements documentation   1 11/25/2008 11/25/2008

5   Create Project Charter   7 11/20/2008 11/28/2008

6   Create Rigor Worksheet   1 11/24/2008 11/24/2008

7   Begin consultant vendor selection   1 1/1/2009 1/1/2009 

8  Inventory Inbound / Outbound Senders 2 288 1/2/2009 2/9/2010 

9   Develop process to document outbound sender domains   288 1/2/2009 2/9/2010 

10    Inventory maintenance and support process   30 1/2/2009 2/12/2009

11    Input sender domains 10 3 2/13/2009 2/17/2009

12     Field names   3 2/13/2009 2/17/2009

13     Team vetting   3 2/13/2009 2/17/2009

14     Collaboration database / site for capturing data   3 2/13/2009 2/17/2009

15    Capture Domain information 10 78 2/13/2009 6/2/2009 

16    Verify Vendor / sender domains - testing 15 180 6/3/2009 2/9/2010 

17 
   Automate the process for capturing the sender 

domains   6 1/2/2009 1/9/2009 

18    Generate Process document   5 1/27/2009 2/2/2009 

19    Test inventory site / method   4 1/2/2009 1/7/2009 

20   Document Exception Process (authorized spoofing)   8 1/2/2009 1/13/2009

21  Policy Documentation 2 30 1/2/2009 2/12/2009

22   Policy and project communications   15 1/2/2009 1/22/2009

23    Technology infrastructure   15 1/2/2009 1/22/2009

24    Information security   15 1/2/2009 1/22/2009

25    E-Commerce   15 1/2/2009 1/22/2009

26    Supply chain / procurement   15 1/2/2009 1/22/2009

27    Operation risk and compliance   15 1/2/2009 1/22/2009

28    Marketing   15 1/2/2009 1/22/2009

29    Corp communications / PR   15 1/2/2009 1/22/2009

30   Email "from" policy   30 1/2/2009 2/12/2009

31   Email content policy   30 1/2/2009 2/12/2009

32          Domain provisioning policy and process   30 1/2/2009 2/12/2009

33  Authentication Installation 8 71 2/10/2010 5/19/2010

34   Communications   43 2/10/2010 4/9/2010 

35    Identify Internal Key Associates   23 2/10/2010 3/12/2010

36    Draft communication to Key Associates / Leadership 35 12 3/15/2010 3/30/2010

37    Draft communication to Outsourced vendors 36 7 3/31/2010 4/8/2010 

38 
   Create Internal Standards Organization & Security 

Group Presentations   10 2/10/2010 2/23/2010

39    Set dates for Standards & Security presentations 38 5 2/24/2010 3/2/2010 

40    Send Vendor Communication 37 1 4/9/2010 4/9/2010 

41 
   Send "Bulletin" notice to Standards and Service 

Delivery Managers / Business Liaison 39 1 3/3/2010 3/3/2010 

42    Make presentation to Standards Organization 39 1 3/3/2010 3/3/2010 

43    Make presentation to Security Group 39 1 3/3/2010 3/3/2010 
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44    Debrief on E-Commerce LoB meeting 43 1 3/4/2010 3/4/2010 

45    Debrief on  Standards and Security presentations 43 1 3/4/2010 3/4/2010 

46    Support Documentation   10 2/10/2010 2/23/2010

47    Help Desk Documentation   13 2/10/2010 2/26/2010

48   Backout Plan   19 2/10/2010 3/8/2010 

49    Software   9 2/10/2010 2/22/2010

50    Exceptions   19 2/10/2010 3/8/2010 

51   Implementation Plan Documentation   26 2/10/2010 3/17/2010

52    Software   1 2/10/2010 2/10/2010

53    Exceptions   26 2/10/2010 3/17/2010

54   DKIM Implementation Plan 34,48,51 28 4/12/2010 5/19/2010

55    Generate Keys   5 4/12/2010 4/16/2010

56    Preview DKIM binary delivered   3 4/12/2010 4/14/2010

57    Develop Test Plan   14 4/12/2010 4/29/2010

58    Push keys into DNS - lab environment 57 2 4/30/2010 5/3/2010 

59    Push keys into DNS - test environment 57 2 4/30/2010 5/3/2010 

60    Push keys into DNS - stage environment 57 2 4/30/2010 5/3/2010 

61    Production DKIM binary or configuration delivered 60 1 5/4/2010 5/4/2010 

62    Vendor onsite visit and documentation delivery   1 4/12/2010 4/12/2010

63    DKIM binary lab installation 61,62 3 5/5/2010 5/7/2010 

64    Lab environment installation tested 55 3 4/19/2010 4/21/2010

65    DKIM binary stage installation 60,64 1 5/4/2010 5/4/2010 

66    Stage environment tested 65 7 5/5/2010 5/13/2010

67    Submit Change Control Record 66 1 5/14/2010 5/14/2010

68 
   Push keys into DNS - production environment 

(selected domains / selectors) 67 1 5/17/2010 5/17/2010

69    DKIM binary production installation 66,67,68 1 5/18/2010 5/18/2010

70    Production testing and initiate ongoing test scripts 69 1 5/19/2010 5/19/2010

71   SPF Implementation Plan 34,48,51 6 4/12/2010 4/19/2010

72    SPF record rationale / impact statement   1 4/12/2010 4/12/2010

73    Generate SPF domain policy and syntax conventions   1 4/12/2010 4/12/2010

74    Develop test plan   1 4/12/2010 4/12/2010

75    Publish SPF neutral records for target domains 74 1 4/13/2010 4/13/2010

76    Test neutral record validation 75 1 4/14/2010 4/14/2010

77 
   "Cooling off" period for neutral records - Internet 

observation 76 1 4/15/2010 4/15/2010

78    Publish SPF soft fail records for target domains 77 1 4/16/2010 4/16/2010

79    Test soft fail record validation 78 1 4/19/2010 4/19/2010

!
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,33()*$U&2V&&8+(#.$)>&#&7+$K#.(Z7-<%$0&N(4&7#$+&-6$)>&J3()''W&
!
&->9C!68!*!,-0*6>-,!-\*FE>-!9:!0;-!80-E8!09!=/-*0-!*!E@A>6=WE/67*0-!H-I!E*6/!:9/!@8-!6+!Vd'T!
6FE>-F-+0*069+!@86+3!NE-+))aB!*+!9E-+!89@/=-!099>H60!6FE>-F-+06+3!))aB!(a)B!*+,!*!:@>>G80/-+30;!
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&

! N(4&3#$+&>()(+#.$1)&&
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!
M\*FE>-!=9FF*+,8!:9/!=/-*06+3!*!H-I!E*6/!@86+3!NE-+))a!*/-Q!
!
opensslgenrsa –out dkimselector.private 1024 
opensslrsa –in dkimselector.private –out dkimselector.public –
pubout –outform PEM 
!
(;-!opensslgenrsa!=9FF*+,!3-+-/*0-8!0;-!?)5!E/67*0-!H-I1!!'+!0;68!-\*FE>-B!0C9!
8C60=;-8!*/-!,-863+*0-,!:9/!opensslgenrsa1!!(;-!:6/80B!Y-out 
dkimselector.privateBZ!8E-=6:6-8!0;*0!dkimselector.private!68!0;-!9@0E@0!
:6>-+*F-1!!(;-!8-=9+,B!Y1024BZ!8E-=6:6-8!0;*0!0;-!86K-!X6+!+@FA-/!9:!A608[!9:!0;-!E/67*0-!H-I!
68!4$#c!X0;-!,-:*@>0!68!g4#[1!
!
(;-!opensslrsa!=9FF*+,!E/9=-88-8!0;-!?)5!H-I8S!0;-I!=*+!A-!=9+7-/0-,!09!7*/69@8!
:9/F8B!*+,!0;-6/!=9FE9+-+08!=*+!A-!E/6+0-,!9@01!!<9@/!8C60=;-8!*/-!8E-=6:6-,!6+!0;68!
-\*FE>-1!!(;-!:6/80B –in dkimselector.privateB!8E-=6:6-8!0;-!+*F-!9:!0;-!6+E@0!:6>-!
09!/-*,!0;-!H-I!:/9F!XC;6=;!6+!0;68!-\*FE>-!C*8!3-+-/*0-,!AI!0;-!E/-769@8!=9FF*+,[1!!(;-!
8-=9+,B!–out dkimselector.publicB!8E-=6:6-8!0;-!9@0E@0!:6>-+*F-!09!C/60-!0;-!H-I!091!!
(;6/,>IB!–pubout!,-0-/F6+-8!0;*0!*!E@A>6=!H-I!C6>>!A-!3-+-/*0-,!XAI!,-:*@>0B!0;68!=9FF*+,!
3-+-/*0-8!*!E/67*0-!H-I[1!!<6+*>>IB!–outform PEM!8E-=6:6-8!0;-!9@0E@0!:9/F*0!09!A-!9:!0IE-!
YPEMZQ!*+!5)e4!VM?!-+=9,-,!:9/F!A*8-Dc!-+=9,-,!C60;!*,,6069+*>!;-*,-/!*+,!:990-/!
>6+-81!
!
)--!NE-+))a!,9=@F-+0*069+!X;00EQWWCCC19E-+88>19/3[!:9/!=9FE>-0-!8I+0*\!9+!=/-*06+3!
?)5!2d'!H-I81!!.9FE*+6-8!F*I!C68;!09!@8-!90;-/!8C60=;-8!,-E-+,6+3!9+!0;-6/!+--,81!
!
N+-!:6>-B!dkimselector.privateB!C6>>!=9+0*6+!0;-!E@A>6=WE/67*0-!H-I!E*6/1!!(;68!:6>-!C6>>!
A-!@8-,!AI!0;-!89:0C*/-!/-8E9+86A>-!:9/!863+6+3!F-88*3-81!(;-!90;-/!:6>-B!
dkimselector.publicB!C6>>!=9+0*6+!0;-!E@A>6=!E9/069+!9:!0;-!H-I!E*6/1!!

!
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A--+!=/-*0-,!:9/1!!(;68!Ve)!/-=9/,!C6>>!A-!@8-,!AI!')28!09!E-/:9/F!Vd'T!*@0;-+06=*069+!
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!
selector IN 
TXT  “v=DKIM1; k=rsa; t=s” 
“p=keytext” 
!
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Accreditation of sending domains against standard implementation procedures and policies
to ensure enforcement capabilities and policy accuracy

Accreditation of ISPs to ensure enforcement capabilities

Creation of standardized authentication outcomes and policies to unify DKIM and
SPF/SIDF deployment across multiple ISPs and other email receivers

Establishment of relationships with ISPs and other email receivers that involve legal
contract management, service level structures and management, creation of technical
requirements and creation of roadmaps in the areas of security, delivery and analytics

Establishment of methodologies that allow for granular implementation of email security
protocols and for managing security and operational issues both during and subsequent to
implementation

Formation of policy methodologies that allow both the joint deployment of SPF/SIDF and
DKIM and the ability to interpret and enforce combined deployment

Creation of standardized methodologies for collecting, aggregating and analyzing message
handling data from IPSs and other receivers to allow for trend and comparative
performance analysis

Definition and execution of techniques to collect and analyze domain and IP address data
regarding unauthorized spoof traffic

Establishment of a collaborative roadmap process to advance capabilities for
security and mail handling between senders and receivers

•

•

•

•

•

•

•

•

•
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